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About Secured eCollaboration

Microsoft SharePoint is a web-based document management platform used
by organizations throughout the world for sharing and collaborating
information. Secured eCollaboration™ is an add-in for Microsoft®
SharePoint® which permits endpoint users to directly perform policy-based
encryption of documents. Additionally, endpoint users can extend user
access rights fo encrypted documents, thereby creating a secure
environment to share documents with co-workers, business partners and
stakeholders while maintaining information security and integrity.

Secure eCollaboration consists of two parts, a SharePoint solution package
and the ActiveX component that communicates with the Cryptzone SEP
Client. The SharePoint solution package provides the server side encryption
page and context menu integration. The ActiveX component provides the
check in/checkout logic and linking file encryption functionality.

The ActiveX component is installed by the SEP Client during a standard install
and no further configuration is needed unless ActiveX components are
actively blocked in Windows.

The solution package needs to be manually installed on the SharePoint
server, and then published.
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1.

Installing

1.1 Requirements

Windows server 2003 or 2008 running Office SharePoint Server 2007 or
Windows SharePoint Services 3.0.

The SharePoint solution package eFilelntgeration.wsp.

The Solutions package deployment tool, a frontend created by
Cryptzone to simplify setup.

1.2 Installing the Solution Package

1.

Login as an administrator to the SharePoint server. ( make sure this
administrator also have the rights to manage SharePoint )

Start the Cryptzone SharePoint deployment tool
(SharepointDeploymentTool.exe).

Verify that Path to stsadm.exe: is correct and pointing to the program
file stsadm.exe.

Click Browse... next to Path to solution file: and browse to the solution
file “Efileintegration.wsp’” delivered to you by Cryptzone and click
Open.

5. In operation

a. First choose add solution and then execute, this will add the
solution to SharePoint but not publish it.

b. Second, choose deploy solution and then execute, this will
publish the solution on SharePoint and make it available to
the end users.

The solution should now be available on SharePoint. Verify by opening a
drop down menu in a document list (leff click on the row, not the document)
a Document Security option should be available in the context menu as in
the picture below.
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1.3 Uninstalling the Solution Package

[ CZ Sharepoint Solution Deployment Tool - |EI|5|
R IC:"-.F‘rcuglam Files"Common Files'Microsoft Shared ' Web Se Browss... |

1. Login as an administrator on the SharePoint server

2. Start the Cryptzone SharePoint deployment tool Path to solution file: |C:"-.U5em"-.'—"-drninistmtnr"-.Deslv:tnp"-EiIeIrrtegmtiu:un.',\'sp Browss....
(SharepointDeploymentTool.exe). Operation: «| Retracts the speciied solution's deployment, and
removes files from the front-end Web server.
3. Verify that Path to stsadm.exe: is correct and pointfing to the program
. — Parameters
file stsadm.exe.
¥ Local deployment ¥ Retract from all URLs
4. Click Browse... next to Path to solution file: and browse to the solution " Immediste deployment I™ Retract from URL: [Http:/
file “Efilelntegration.wsp™ delivered to you by Cryptzone and click " Scheduled deployment
Open. | 8/ 5/2009 4:26:46 Pr=]

5. In operation i
Commandline

a. First choose retract solution and then execute, this action will |- retractsalution name Eflelntegration.wsp focal alcortertus

revoke the solution from SharePoint. Qutput -
b. Secondly choose delete solution and then execute. This
action will delete the solution from SharePoint.
=

Execute I Cancel |
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2.  Appendix

2.1 Using command line to install and uninstall

The Cryptzone deployment tool is an interface to stsadm.exe whichis a
command line tool to perform advanced operations on SharePoint. The
actions explained in this manual can be performed using the stsadm.exe
command line.

For full reference of stsadm.exe see: hitps://technet.microsoft.com/en-
us/library/cc288413.aspx

Install using command line
The instruction <solutionfile> in the command lines below shall be replaced
with the file name (EfileIntegration.wsp) and its location.

Add to server

"C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\12\bin\stsadm.exe" -o addsolution -filename
<solution file>

Publish
"C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\12\bin\stsadm.exe" -o deploysolution -name

<solution file> -local -allowgacdeployment -allcontenturls

Uninstall using command line

Revoke publication "C:\Program Files\Common Files\Microsoft

Shared\Web Server Extensions\12\bin\stsadm.exe" -0
retractsolution -name <solution file> -local -
allcontenturls

Delete from SharePoint

"C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\12\bin\stsadm.exe" -o deletesolution -name
<solution file>
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