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1. Introduction  

This document is the quick installation guide for the  Cryptzone ® SEP Enterprise , 

both the  online  and  offline  versions, and the SEP desktop Client and its 

components.  

 

Necessary system requirements  

All necessary software and system requirements for the installation process of the 

Cryptzone ® SEP Enterprise  & SEP desktop Client are located in the Appendix 

section of this document. In order to install all components successfully, it is 

important to perform the steps in the order that they are presented.  

 

Installation of SEP Server  

The first step is to install and configure the SEP Server.   

 

Installation of Client Distribution Package  

The second step is to install the D istribution Package .  

 

Installation of SEP Management Console  

The third step  concerns the installation and configuration of the SEP 

Management Console . 

 

Installation and Configuration of SEP Client  

The fourth  step is to inst all and configure the client. This can be done through  the 

Management Console  using the MSI push out file which is used when installing 

SEP Client on all client machines. The SEP Client can also be installed  on separate 

machines manually.  
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2. Installation  and Configuration of SEP Server  
 

1. Start the Microsoft installer file  

Double click the setup file òSEP Server.exeó. 

 

2. SEP Server ð InstallShield Wizard: Welcome message  

Read through the Welcome message and click òNextó. 

 

3. SEP Server ð InstallShield  Wizard: License Agreement  

Read through the License agreement. Select òI accept the license agreement ó 

to enable the òNextó button. Click òNextó. 

 

4. SEP Server ð InstallShield Wizard: Destination Folder  

Click òChangeéó to install the server in a different  folder than the default one. 

Click òNextó. 

 

5. SEP Server ð InstallShield Wizard: Logon Information  

In this section, specify what account type to use for the Windows Service to logon 

to the domain.  

 

Local System Account   
If you choose to use a local system account, the server is running on the local 

computer with the computerõs account. Choose default option òLocal System 

Accountó and click òNextó. 

 

 

 

 

 

 

 

 

 

Domain  Account   
If you want to run the server on a users account, choose òDomain Accountó 

and t hen define òUser Name:ó and òPassword:ó 

 

When defining a User Name , you have to define the Domain or Server which the 

User Name belongs to  (i.e. domain \ username)  

 

 

Important Note: If you change the password for this account at a later time the SEP Server 

service cannot be started. You must then go to òStart ð Settings ð Control Panel ð 

Administrative Tools ð Servicesó. Locate the service òSEP Server (enterprise)ó and change 

the password for the service: òright click and choose Propertiesó or òdouble click the 

serviceó, click Log On, change password into the present account password and click 

òOKó. 

 

 

Important Note: When using domain account, please make sure the account is added in 

Log on as a service in Local Security Policy. Go to òControl Panel ð Adminis trative Tools ð 

Local Security Policy ð User Rights Assignments ð Log on as a serviceó. 
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6. SEP Server ð InstallShield Wizard: Network Configuration  

In this section, you can configure how the SEP Server will run on the host 

computer.  

 

òHost IP Address:ó The default IP ò127.0.0.1ó means that all network interfaces on 

the local machine can be used to connect to the SEP Server. In the case of more 

than one network interface on the local machine where the Enterprise Server is 

installed itõs possible to specify one Host IP Address to be used by the SEP Server. 

The Host IP Address is the actual IP where the SEP Server will be listening for client 

request s. The Host IP can be changed through the Management Console  later 

and will take effect when the SEP  Server has been restarted. (Note: The clients will 

need the network IP or computer DNS of the SEP Server in order to logon to the 

SEP Server. The IP and Port needed for Client connection is automatically defined 

when the MSI is created through the Management Console - Policies).  

 

òPort:ó Define a new port or use the default Port ò8888ó. Click òNextó. 

 

7. SEP Server ð InstallShield Wizard: Ready to Install the 

Program.  

Click òInstalló and the installation will begin.  

 

8. SEP Server ð InstallShield Wizard: InstallShi eld Wizard 

Completed.  

Click òFinishó to end the install wizard.  

 

9. SEP Server Monitor 

A window titled  òSEP Server Monitoró should indicate that it is in the òrunó mode 

and appear on your desktop automatically. Confirm that the SEP Server Instance 

is running in the system tray. If not, the SEP Server can be reope ned through the 

system tray or S tart menu.  

 

3. Installation of SEP Client Distribution 

Package  
 

1. Install the SEP Client Distribution Package  

Be sure to install this distribution package on the same mach ine that the SEP 

Server was installed.  Double click on the òDistribution Package.exe ó file.   

 

2. SEP Client Distribution Package for SEP Server ð 

InstallShield Wizard  

The Installation Wizard will appear, click on Install  

 

3.  SEP Client Distribution Package Installation completed  

To finalize the last step of the installation, click on Finish  
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4. Installation and Configuration of the SEP 

Management Console (online version ) 
 

1. Install the Management Console  

Make sure you have installed the SEP Server on a host  computer  

Double click the setup file òSEP Management Console .exeó. 

 

2. SEP Management Console ð InstallShield Wizard: Welcome 

message  

Read through the Welcome message click òNextó. 

 

3. SEP Management Console ð InstallShield Wizard: License 

Agreement  

Read through the License agreement. Cho ose òI accept the license agreement ó 

to enable the òNextó button. Click òNextó. 

 

4. SEP Management Console ð InstallShield Wizard: 

Destination Folder  

Click òChangeéó to install the SEP Management Console  in a diffe ren t folder 

from the default . Click òNextó. 

 

 

 

 

5. SEP Management Console ð InstallShield Wizard: Ready to 

Install the Program  

Read through the Install message and click òInstalló. 

 

6. SEP Management Console ð InstallShield Wizard: 

InstallShied  Wizard Completed  

Click òFinishó to end the install ation  wizard.  

 

7. SEP Management Console desktop icon  

When the òSEP Management Consoleó is installed properly a SEP Management 

Console  icon should appear automatically on your desktop. If not, the SEP 

Management Console can be reopened through the S tart menu.  

 

8. SEP Management Console Connection  

To connect, double click  on the  SEP Management Console  icon and the  SEP 

Management Console  Window will start.  If you are running the SEP Management 

Console  on the same computer as  the SEP Server, the default configuration is set 

to the òHostname: localhost (127.0.0.1) ó, òPort: 8888ó, òUsername: adminõ, 

ôPassword: adminó which allows you to just p ress òConnect ó. An exception to this 

is if you donõt use the default port when installing the Server. 
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If you are running the SEP Management Console  on a different computer than 

where you installed the SEP Server, you need to configure the connect ion 

according to the SEP Servers IP address, before you connect SEP Management 

Console  to the SEP Server. 

 

 

 

 

9. SEP Management Console Certificate Validation  

 

 

 

The Certificate Validation aims to create a secure communication between the 

SEP Server and the SEP Applications. To continue the configuration of the SEP 

Management Console click òOKó. 
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10. SEP Management Console Database Configuration  

 

 

First choose database engine  and then enter the òServer hostname: IP 

address /hostname  of your Database Server and the database ó. You can use 

(local ), .\ sqlexpress) if th e database server is on the local  machine.  

 

òDatabase Name: ó Enter the name of the existing database to use ( through  

òBrowseó), or specify a new database name.  If this is a new installation you 

should define a new database name.   

 

For Example:  òMyNewDataBase ó (spaces are not allowed).  The òAuthentication 

methodó depends on how you configured your òSQL Serveró. If you have 

created a òLoginó and òPasswordó chose the option òUse SQL Server 

Authentication ó and type in the correct  login and password. Then click on òNextó 

 

If you have c onfigured your SQL Server with W indo ws® authentication, choose 

the option ôUse Windows Authenticationõ and click on ôNextõ. 

 

11. SEP Management Console Database Creation  

 

 

If you selected a database that does not exist, the SEP Server will automatically 

try to create a new database. Choose òNextó to create a new database. 

However, if you have selected a database that does exist , you will  skip this step 

and follow -up with the next on e. 
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12. SEP Management Console License Key  

 

 

To activate the SEP Server a license key is required. In the òLicense Keyó text bar,  

enter the Cryptzone license key and select òNextó. 

 

 

 

 

 

 

 

 

 

 

 

13. SEP Management Console Server Activated  

 

 

If you have  activated the SEP Server successfully , a list of products which are 

included in the Cryptzone license key, will be shown. Choose to click on ôFinishõ 

and the SEP Management Console  will start automatically. If not, the SEP 

Management Console can be reopen ed through the S tart menu.  
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5. Installation and Configuration of the SEP 

Management Console (offline version ) 
 

1. Install the SEP Server and Client Distribution Package  

Make sure you have installed the SEP Server and SEP Client Distribution Package 

on a host computer . 

 

2. Install the Management Console  

Double click the setup file òSEP Management Console .exeó. 

 

3. SEP Management Console ð InstallShield Wizard: Welcome 

message  

Read through the Welcome message and c lick òNextó. 

 

4. SEP Management Console ð InstallShield Wizard: License 

Agreement  

Read through the License agreement. Chose òI accept the license agreement ó 

to enable the òNextó button. Click òNextó. 

 

 

 

 

 

5. SEP Management Console ð InstallShield Wizard: 

Destination Folder  

Click òChange éó to install the SEP Management Console in a different folder 

from  the default one. Click ôNextõ. 

 

6. SEP Management Console ð InstallShield Wizard: Ready to 

Install the Program  

Read through the install message  and  click òInstalló. 

 

7. SEP Management Console ð InstallShield Wizard: 

InstallShied Wizard Completed  

Click òFinishó to end the install ation  wizard.  

 

9. SEP Management Console desktop icon  

When the òSEP Management Consoleó is installed properly a SEP Management 

Console  icon should appear automatically on your desktop. If not, the SEP 

Management Console can be reopened through the S tart menu.  
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10. SEP Management Console Connection  

 

Double click on the  òSEP Management Console  icon ó and the  òSEP 

Management Console  Window ó will start.     

 

If you are running the SEP Management Console  on the same computer as the 

SEP Server, the default configuration is set to the òHostname: localhost 

(127.0.0.1)ó, òPort: 8888ó, òUsername: admin ó, òPassword: admin ó which allows 

you to just press òConnect ó. An exception to this is if you donõt use the default 

port when installing the Server.  

 

 

 

 

If you are running the SEP Management Console  on a different computer than 

where you installed the SEP Server, you need to configure the connection 

according to the SEP Servers IP address, before you connect the SEP 

Management Console  to the SEP Server. 
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11. SEP Management Console Certificate Validation  

 

The Certificate Validation sets up secure communications between the S EP 

Server and SEP Applications.  
 

To continue the configuration of SEP Management Console click òOKó. 

 

 

 

 

 

12. SEP Management Console Database Configuration  

 

òChoose database engine: ó The software sup port s MS SQL Server, 2000, 2005, 

and SQLEXPRESS òServer hostname: IP address of your Database Server and the 

database ó. You can use (local, . \ sqlexpress) if the database server is on the 

same machine. òDatabase Name: ó Enter the name of the existing database to 

use (through  òBrowseó), or specify a new database n ame.  If this is a new 

installation you should define a new database name.   

 

For Example:  òMyNewDataBase ó (spaces are not allowed). The òAu thentication 

methodó is dependent on how you configured your òSQL Serveró if you have 

created a òLoginó and òPasswordó chose the option òUse SQL Server 

Authentication ó and type in the correct  login and password. Then click on 

òNextó.  
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If you have c onfigured your SQL Server with W indows ® authentication, select  the 

option òUse Windows Authentication ó and click on òNextó. 

 

13. SEP Management Console Database Creation   

 

 

If you have selected a database that does not exist, the SEP Server will 

automatically try to create a new database. Choose òNextó to create a new 

database. However, if you have selected a database that  already exists, you will 

skip this step and follow -up with the next one.  

 

 

 

 

 

 

14. SEP Management Console License Key  

 

 

To activate the SEP Server a license key is required. In the ôLicense Keyõ text bar, 

enter the Cryptzone license key, which have been sent to you by Cryptzone, and 

choose ôNextõ. 
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15. SEP Management Console License Activated  

 

If you have activated the SEP Server successfully a License Activation window will 

be shown. To follow the SEP Management Console configuration you will need 

an Activation code .  

 

This can be found in the Cryptzone License Account. In this state you will be 

given an Ac tivation request code which will be used  for creation of a new 

Database Profile in  the  Cryptzone License Account.  Click on òAccess ó to open 

your  Cryptzone License Account.  

 

 

 

 

 

16. Website Blocker  

 

  
If your system blocks the website you need to list it as a trusted site. The window 

above will pop up and ask if you wish to add it your zone. Click on Add   

 
 






























