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1. Introduction

The intention of th ismanualist o assi st hel pdesk
problem resolution.

If you need additional support for any Cryptzone application, please
contact Cryptzone support at;

Phone Europe: +46 (0)31 773 86 93
Phone USA/Canada: +1 212 381 2986
Web : www.cryptzone.com/support
Email: support@cryptzone.com

2. Cryptzone FAQ

personnel

To access Cryptzone FAQ please goto  http://suppor t.cryptzone.com/
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3. Builtin Helpdesk tools

The SEP Client has a built in helpdesk tools that will help to understand what
have happened and the end user machine.

3.1 SEP Client logger

The SEP Client has a built in logger that logs every action an end us er makes.
To find the log please do the following:

1. Atthe end user machine go to bottom left corner of the computer and
Press the Start button - All Programs - Cryptzone SEP Client and choose
SEP Client Settings.

2. A new window will appear. (if you are as ked to enter the private
password please do so). Click on the Auditing tab and then the View Log
Browser é button.

3. A new window will appear and it is now possible to browse and se
detailed information about every action performed by the end user.

3.2 SEP dient debugger

The SEP Client has a built in debugger. To activate the debugger please do
the following:

1. Atthe end user machine go to bottom left corner of the computer and
Press the Start button and then Run.

2. Type regedit and press enter.

3. The Registry editor will open up please find the following path:
HKEY_CURRENT_USERoftware \ SEP Client

4. Create a new String Value key by right hand clicking on the SEP Client

folder and choose New and then String Value.

£’ Registry Editor 1Ol x|
Fle Edt Wiew Favorites Help

D MNOS j Mame Type | Data
(C1 oDBC [aB] (e aulty REG_SZ fvalue not set)
-3 option LCID7UI REG_DWWYORD (000000403 {1033)
=3 oRL [ab] REG_SZ c:ldebug
(3 POFCreator
-1 Policies
{1 Redemption
D Roxio

(23 sampleview
-1 Secured eMail
1423 SEP Client

23 MRU_semf

&3 SimonTatham
-0 Skype
-1 SmartFTR
(23 Sonic
D Symankec
D Synaptics
(23 sysinternals
- Techamith
-3 Trolkech
D WE and ¥BA Program Settings
I WebEx
-3 Widcomm
-0 WinRAR

[:I Yiware ;I 4 | | _>|
4

|My Computer\HKEY _CURRENT _USER\Software)SER Clisnt

idehug_directory

5. The new key will be created. Right hand click on it and rename it to
debug_directory

6. Now double click on the file and give it the value for where the debug
files should be stored. A suggestionis c: \debug. (Please make sure this
folder exists )

7. Close the Registry Editor. The system will now start collecting debugging
files that can be sent to Cryptzone support for analyze.
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4.

The SEP Client

4.1 |tried several times to register my license but | get the

error message "registration failed..."

Check that your internet connection works

Check that your firewall is not blocking the connection. If so, allow
connections from the Cryptzone SEP Client to the internet.

If it still does not work please contact Cryptzone support for further
assistance .

4.2 My client license registration works but | cannot

connect with the Enterprise server?

Open the Client Settings & Select Profile Management and press the
Synchronize button and confirm if the client could sync or not.

If synchronization failed please confirm that the correct server IP/Host and
Port is entered.

. Confirm that no firewall is blocking the connection.

If you still have a problem please contact the main administrat or for the
Cryptzone solution.

Administrator: Check whether other clients have the same problem and
restart the Enterprise S erver. If this does not work please contact
Cryptzone support.

4.3 How often does the validation of the client happen?

The client will be validated to the Cryptzone license server or your SEP
Enterprise server every time the end user sign in to the clien t. If the client has
not been able to contact the SEP Enterprise server for over 30 days the client

will lock down itself. As soon as the user is again connected to the enterprise
network or internet the client will be able to validate and will automatical ly
turn back to the full version.
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5 Secured eUSB 5. The user will see a 16 digit alpha -numeric recovery code.
L]
5.1 What to do if the user has forgotten the password to their 9 orsoevce ot 3¢t secured, end redres a passwiord to be
USB flash drive?
Enter password gl
Pleasenote: St ep 1 to 4 may not be necessary if the end user
password |inko (Step 5).

Ok, | Cancel |

1. Askthe user to go to the bottom left corner of the screen and click on _ o kg
Start and then My Computer . o assword please contoct Cryptzane felpdestt and use

2. The user should now see a symbol for the USB flash drive. Ask the user to AAAA-CFIA-AGDM-NMVP

double click on the symbol to open the USB flash drive.

3. Ask the user to double click 0 n the Company name.exe file on the USB
Recovery Password.

6. Access the SEPHelpdesk Managem ent Console and go to

Tools ->

flash drive.
4. A dialog window opens up. Tell the user to 7(': lErI]teétpe 106ﬁ|g|ttaIRhg -n&:r&qnci r%Cﬁve% ec?dgyolu ‘~?etfr;9”8tﬂe user.
have | ost your password | inko

& Recovery password wizard x|

Thizs wizard wil allows pou to get a recovery password for secured
content.

RS

It is possible for & user who has lost access to his secured content
or private password to get a recovery password. This recovery
paszsword is unique for each piece of content and user.

The USE device at '1:'is secured, and requires a password ko be
accessed.

Recovery Ticket

The uger can retrieve a recovery ticket under the lost
pazsword section. Pleaze enter the ticket below:

e -

Enter password I | @l

% Click here if you have lost your password,

)
s
i1
w
=]
[m)
o

Help << Back | Mext >> I Cancel
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8. Next you will then see a window where you identify the user name and

the email address of individual who actually encrypted the USB flash drive
and has ownership via AD listing. Follow your normal end user
authentication procedure to validate end user and make sure the person

who has requested a recovery password, has rights to access the USB
flash drive!

&F Recovery password wizard x|

This wizard will allow wou to get a recovery pazsword for secured
cohkent.

The recovery ticket specified belongsz to this uger:

Uzer summary

Dianiel S amuelszon [daniel samuelzson]
danigl. zamuelzzoni@cpptzone. com

& recovery pazzword has been generated for this ticket, Make
zure that the identity of the uzer iz confimed before
proceeding.

Yiew Recovem Pazsword

Help | < Back | Finizh I Cancel |

9. Click on dView Recovery Pas sword 6 nd a recovery password will
appear .

10.Ask the end user to click on the eye button next to the password field.

11.Now slowly read the recovery password so the end user can confirm the
recipient of the recovery password. The end user will be able to se e what
he/she is writing, if the eye button has been pressed.

12.The user will now be able to access the USBflash drive. The end user must
create a new password & a new custom password for future access.

13.Ask the end user to click on File -> Change Acc ess

14. A new window will appear . Ask the user to click the Switch to Advanced
Mode button , tick the Custom password and  then click on the Reset

button.

% Change User Access rz

Changing Access

You can add users of groups bo share access by tpping the name in the search field below. ‘When the names
appear click on the comect name to add ta the list

To add an akemative access password press the Mew button. To change the role for a user or group, mark. it
and change the role.

“& Search Contributor %
Name Role
usl [Daniel Nilsson] Contributor
“ Master Password [Daniel Nilsson] Password Administrator
“» Recovery Password [Daniel Nil:son) Pazsword Recaovery
[ Delete ] [ Resst ] [ New ... ]
[ Help ] [ Switch to Basic Mode ] [ Apply and Close 1 [ Cancel ]

15.Ask the end user to enter a new password and confirm it.

“* Define password

9 Please define a password ta be used for the elUSE encryption

Enter password | | L,;v‘g|@|

Confirm | |

K H Cancel ]
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16.Ask the user to press OK when finished defining the new password.

17.Ask the user to press the Apply and Close button. The end user can now
log in to the USB flash drive using the new password.

5.2 How does the user encrypt their USB flash drive?

An end user can encrypt a USB flash drive in 3di  fferent ways.

Number 1 & Automatic Encryption

~"USB Security Policy

According to your security policy, USB storage devices must be
secured. The system will automatically secure your USB storage
device, and a backup will be performed during the process.

It is very important that you do not unplug your USB device during
this process.

Please press "Continue” to proceed.

| Continue I Cancel I

When an end user plugs in a USB flash drive a window will appear and
explain that the encryption process will start. The end user presses the

o0Continued button to start the ®mtecstoppti on

the encryption process.

Number 2 @ Start Manual encryption from My Computer
1. Ask the user to go to Start and open My Computer.
2. Ask the user to right-click on the USB flash drive and choose 0 Secur e

3. The encryption process will now star t

Number 3 & Start Ma nual encryption from SEP Client Settings

1. Go to the bottom left corner of the screen and click Start 0 All Program &
Cryptzone SEP Client and SEP Client Settings

2. The settings window will appear. Ask the user to click on the followin g tabs
Application Settings -> Secured eUSB

3. Now ask the user to click on the button Detect and Secure USB flash drive
and the enc ryption process will start.

| SEP Client Settings =10l =

SEP Settings  Application Settings | Profile Management |
Secured elSE ISecured eMail I License InFormation I

Deployment |Dther |

Deplayment Methad

ﬂ Flease specify how to secure USE devices

Detect and Secure LISE device i

Uparade existing Secured elJSE
“% ‘f'ou can upgrade the software on your existing Secured elUSE device to the latest version.

Upgrade elSE device

and the o0Cancel 6 but
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5.3 CHKDSKtrouble

As part of the encryption process, a check disk action will start.  If chkdsk find s
any errors, a report will be shown to the user and ask the user if chkdsk should

try to repair the USB flash drive. If end user calls in please instruct the

following:

1. Ask the user to try to repair the USB flash drive
2. Try to encrypt the stick again

If chkdsk fails to repair the USB flash drive try to
1. Take a backup of the important files

2. Format the USB flash drive
3. Try to encrypt again

Note! Secured eUSB do not do scan the disk thoroughly. In the background the chkdsk.exe
Iris started just as yo u do it manually in DOS mode. To make sure your USB flash drives are
healthy and fully working it is advised to once in a while run a thoroughly scan of your USB
flash drives.

5.4 What to do if the user has accidently deleted the .exe
file on t he USB flash drive?

1. Plugin the USBflash drive into the computer and the user will see this
dialog window

+"Files Missing - &) x|

The USE device 'J:'is damaged, but it can be repaired.

During the repairing process it is very imporkant that vwou do nok
unplug wour USE device.

Please press 'Continue' ko proceed,

Zancel |

2. Press the Continue button to repair the USB flash drive.

If the automatic repair does not start, it is possible to manually start the
repair. Ask the end user to do the following actions:

1. Go to the bottom left corner of the screen and click Start o All Program &
Cryptzone SEP Client and SEP Client Settings

2. The settings window will appear. Ask the user to click on the following tabs
Applicatio n Settings -> Secured eUSB

3. Now ask the user to click on the button  Upgrade eUSB device and the
repair will be started.

cryptzene



5.5 Can | format the USB flash drive?

To format a stick which is encrypted follows the same procedure as for a
non -encrypted USB flas drive . All information will be deleted.

5.6 | want to unencrypt my USB flash drive

If a user wants to unencrypt the USB flash drive and keep the files currently
on the drive they need to copy all the files and folders from the encrypted
area to another loc  ation such as a folder on the computer. Please follow
these steps:

1. Create a folder on the desktop and name it USB flash drive

2. Access the secured area on the USB flash drive

3. Right Click in the white area in the folder and choose Select all to mark all

the files and folders within the secured area.

- E:\Cryptzone.semu Q@

File Edit Tools Help

A ~

O v CEH- 2

() Cryptzone.semu v

g O o |\

Recycle Bin Important  Presentations
Documents

View >
Refresh

MNew >

Select all

<* E:\Cryptzone.semu E]@@

File Edit Tools Help

Ok TE-J

[3) Cryptzone.semu v
¢

Recycle Bin [l Important JPresentations
Documents

Selected 2 folders and 11 KB in 1 files

4. Once all files are selected. Drag and drop the files to the folder

drive .

5. The user can now format the USB flash drive.

6. Please note that the files in the Recycle Bin will not be copied.

10

USB flash
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5.7 What to do if the end user pulls out the USB flash drive
during the encryption process?

If a user pulls out the USB flash drive during the encryption process an error
message will be displayed. If it existed any files on the USB flash drive before
the encry ption started those files will remain in the backup folder. If there
were not any files on the USB flash drive when the encryption started there

will still be no files on the USB flash drive and the user can restart the

encryption process.

5.8 The backup of t he existing files on the USB flash drive,
where are they saved?

When an end user encrypt sa USBflash drive, a backup of the existing files
will automatically be created. These files will be by standard saved in the
users My Documents folder in a folder.  Example C:\ Documents and
Settings\ username \ My Documents \ USB_Backup20090701 (the naming
convention is based on USB_Backup+year+month+day -time ) . After the
encryption is done, the files will automatically be copied back to the

encrypted area of the USB flash  drive. The files will then be deleted from the
hard drive. All the steps above are done automatically without user

interaction.

5.9 What to do if the user interrupts the  eUSB while writing to
the flash drive.

If Secured eUSB has been interrupted while wri  ting, files may be corrupted or
lost. For example the battery ran out on a laptop or the USB flash drive has
been pulled out during the copy process

11

If the battery ran out on a laptop there is a chan ce to recover the files by
1. Rebooting the computer
2. Inserting the Secured eUSB into the same computer and USB port.
3. Open up the Secured eUSB and the secured area

This may work if the database temporary journaling still was available on the
computer when it was interrupted.

This should be seen as an eme rgency solution only and is not in any way
guaranteed to work.

If the USB flash drive is pulled out during the copy process

1. The user will be prompted with an error message similar to the one
below

BTN o]

There was a problem while unsecoring 'Data, doc',

Do you wish to skip this file?

sipall |

2. Click Cancel to cancel the copy process

Cancel |

3. Plugin the USB flash drive

4. Since no files has been copied start over the copy process again
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6 . Secu red e Fi I e {*) Enter password =10 x|

R The secured area "Work skuff' is secured, and requires a password Lo
: be accessed,

Enter password @l

6.1 When | open afile in word temporary files are created
how does Secured eFile handle that?

By default word stores temporary files in the temporary process folder beside
the word document being edited. Secured eFolder will wipe any of the
temporary folders left when Word is done.

(0 | Cancel |
6.2 | canodt find my secured fol der To refviave a racovery password please confact Cryptrone Helpdesk and use
fhe rerovery fickef bafom
When an end user secures a folder it will be converted from a folder to a AAAA-CEAA-AHTT-XMYX

secured container. This container will be understood by windows to be a file.
This can make end users confused sometimes since they think the folder
disappears. Example:

3., The user will sgecaul? c(ielgg alplh% -n?nheréc re&o}\llery code.

End user calls and says a folder called oO0Datad was s

'Docu.ment s fol def- NoWseemeefoIdermUenmsee\dusemano 4. Access the SEPHelpdesk Management Console and go to Tools ->
is exploring all folders. To solve this problem simply ask the end user to open ecovery Password

the My Document folder and | ook for a secured |%oYc}/er called o0data.semd?d.

6.3 What to do if the user has forgotten the password  to a
secured file /folder that is an EXE ?

Please note: Stepl1l-2 may not be necessary if the end usier has clicked the o0l ost your
password | inkdé (Step 2).

1. Ask the user to find the secured EXE and double click on the file.

2. Adialog window opens up. Tell the user to click on

t 6Click here if you
have | ost your password || in
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7. Click on oView Recovery Password 0 nd a recovery password will
5. Enter the 16 digit alpha -numeric r ecovery code you get from the user. appear .

&F Recovery password wizard x|

Thiz wizard will allovs pou to get a recoven pazzword for zecured
content.

08 Recovery password wizard x|

Thiz wizard will allow you to get a recovery password for secured
cantent,

It iz pozgible for a user who has logt access to hiz secured content
or private password to get a recovery password. This recavery

pazsword is unique for each piece of content and user. The recoveny ticket specified belongs to thiz user:

|Jzer summary

—Recovery Ticket Daniel Samuelzzon [daniel. zamuelzzon)

daniel zamuelszon@cmyptzone. com

The user can retrieve a recoveny ticket under the lost
password section. Please enter the ticket below:

A recovery password has been generated for this ticket. Make
sure that the identity of the user iz confirmed before
proceeding.

iew Recovery Password

Help | << Back | Mest > I Cancel |

Help | <¢ Back | Finish I Cancel

6. Next you will then see a window where you identify the user name and

the email address of individual who actually encrypted the file/folder and ] ]

has ownership via AD listing. 8. Ask the end user to click ont he eye button next to the password field.
Follow your normal end user authenticat  ion procedure to validate end 9. Now slowly read the recovery password so the end user can confirm the
user and make sure the person who has requested a recovery password, recipient of the recovery password. The end user will be able to see what
has rights to access the secured file/folder! he/she is writing, if the eye button has been pressed.

10.The user will now be able to access the secured EXE.
11.For the end user to be able to access the data again the end user must

unsecure all data by dragging and dropping all data from the secured
exe.
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6.4 How can an end user change the Private Password?

Ask the end use r to do the following:

1. Atthe end user machine go to bottom left corner of the computer and
Press the Start button - All Programs - Cryptzone SEP Client and choose
SEP Client Settings.

2. A new window will appear. (if you are asked to enter the private
password please do so0). Ask the end user to click on the Private Password
button.

3. A new window will appear. Ask the end user to type the old private
password and then type and confirm the new password.

4. Ask end user to press OK and then close the SEP Clien t Settings.

6.5 What can | do if | think the secured file or folder is
corrupted?

If a secured file seems to be corrupted please contact Cryptzone support.

If the end user believes the he Secured folder to be corrupted please ask
them to do the following:

1. Open the secured folder and the click on the Tools drop down menu and
click Detect and Repair.

2. The folder will now repair itself. If the problem continues to exist please
contact Cryptzone support.

6.6 The user should have access to a secured file / folde r

but instead they get prompt for a password.

14

The reason why this happens is because the user is not member of the
correct Secured Group. Please contact the main administrator for the
Cryptzone solution and ask for assistance.

6.7 The user would like to se cure a file / folder for a specific
0Osecured groupd6 but the sec
the list.

For that to be possible the user must be a member of that Secured Group.
Please contact the main administrator for the Cryptzone solution and ask for
assidance.

6.8 Two people accessed the same file in a secured folder
at the same time and now data is lost.

If two users access the same file in a secured folder the second user
accessing the file will get a warning message that someone else is editing
the fil e. Later on when the second user accessing the file is trying to save
changes a warning message will pop up warning the end user that if the user
saves the file changes made by the first user will be destroyed. If the second
user ignores that message the d ata will be lost.

cryptzene
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7. Secured eMalil

7.1 The Send secured button is not visible

This is an advanced problem and therefore we present an error searching
process. Please follow the different steps below.

Step 1inthein the error searching process is to confirm that
valid license. Please do the following to confirm a valid license:

1. Atthe client machine with the error go to bottom left corner of the

computer and Press the Start button - All Programs - Cryptzone SEP Client

and choose SEP Client Settings.

2. A new window will appear. (if you are asked to enter the private
password please do so). Now click on the Application Settings tab and
then click on the License Information tab.

3. Inthe middle of the wi ndow there is field called License details and below

that field all the activated products will be shown. Make sure you have
0Secured eMail 6or 0Secured eMail
stating th e license is valid and active.

4. If everything is correct above you have a valid license. Please continue to
the next section. If it is not correct you do not have a valid license. Please
make sure to correct this. More information how to activate your license
you can find in the manuals or if you need he Ip please contact
support@cryptzone.com

the user have a

Step 2 in the error searching process is to make sure that Outlook has not

disabled the Secured eMail add in. To

reactivate Sec ured eMail please

follow these instructions

Instructions for Outlook 2000, XP and 2003

15

1. Start Outlook
2. In the top toolbar please go to Help
3.1n the menu please choose O0OAbout Micros
4. There should be abuttoncalled o0Di sabl ed i temo itpl ease
5. Anew window will appear and if the Secured eMail application is
disabled it should be located there. To reactivate it simply mark Secured
eMail and activate it.
Instructions for Outlook 2007
1. Start Outlook
2. In the top toolbar please go to Help
tnh a th et mema ipd ea s@er echm otseex to Di sabl ed It en

Reader ¢ ands3.

4.

A new window will appear and if the Secured eMail application is
disabled it should be located there. To reactivate it simply mark Secured
eMail and activate it.
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If you a re using Microsoft Outlook 2007 it is possible to activate macro
security. Cryptzone do not support this security feature at the moment. If you
activate macro security the Secured eMail add -in will be loaded into
Outlook.

To confirm that you have the cor  rect settings please follow this guide:

1. Start Microsoft Outlook 2007

2.Click on Tools and then Trust Centeré in the top middle of the Outl ook
window.
3. The Trust Center window will appear please click on the Add -ins tab.

4. T o make sure that the Secured eM ail add -in is loaded please make sure
that the tickbox O0Apply macro siecudiity setttings to installed add
applied. This means that the setting should look like in the picture below.

If the Macro security was activated you will need to deac tivate the setting
and then activate the Secured eMail add -in. Please follow the instructions
below to activate the Secured eMail add -in.

1. Make sure you have the Trust Center open like in the picture above.

2. In the bottom of the window make sure the drop down menu have COM
Add-i ns sel ected and press the Goé buttol

3. A new window will appear. Find the add -in Secured eMail for Outlook
and make sure it is activated like in the picture below.
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