Secured eUSB
Managing Portable Device Security

A guideline to solve a security nightmare
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Introduction & USB flash drive security issues

USB flash drives, or memory sticks as they are sometimes referred to, are immensely
popular with information workers as a portable storage device. USB flash drives have
consistently followed the general IT hardware trend of increasing the size, improving
the speed and constantly reducing the price of each unit. For example, a 4GB
SanDisk flash drive sells for $6.45 at Amazon.com, alternatively £3.99 at Amazon.co.uk.

The increased popularity of USB flash drives is due to their ease of use and ability to
connect to any PC or Mac computer. Employees never have to worry - it simply works
empowering them to do back -ups, transfer files, share data and carry information
around. USB flash drives have a tremendous value as they seldom break and last a

long time. S ome users purchase them as permanent storage devices because there is
limited investment and great return in value.

The nightmare for IT security managers - employees

30 % of organizations Due to the tremendous market acceptance of USB flash drives, these devices are

have experienced proving to be an absolute nightmare for IT managers as they struggle to change user
malicious theft of data by behavior to force employees to stop using these devices to store sensitive information.
employees. 70% of empl oyees can download data onto a USB stick without detection, according

to the Worldwide State of the Endpoint Survey 2010 by the Ponemon Institute. The
same study claims that over 60% of companies lose sensitive data as a result of
negligent employees. 50%  of the interviewed companies indicated that work flow
and security training was the biggest challenge to preventing data loss and
protecting data against new security threats. Also the study found that nearly 30%
have experienced malicious theft of data by employees, evidence of the growing
insider threat in the recession as more people have lost their employment. Now IT
managers are worried what data recently terminated employees are taking with

them, especially on portable devices not owned by the organi zation!
43% admit to having lost Another study by the Ponemon Institute published in June 2009, discovered that 43%
or had stolen a portable of respondents admit to having had a portable device such as a USB fla sh drive lost or
data -be aring device stolen in the past year. The nightmare continues.

such as USB sticks
The biggest threat is not the traditional cyber criminal writing malicious code in a
virtual location, but trusted employees sitting within or working outside of corporate
walls. Employees represent a significant risk factor, as they are privy to the

organi zationds informati on and wi t hin ar ms reach
infrastructures and perimeters have been fortified, sophisticated cyber criminals have
beguntotargetendusersast he entry point into an organization®s

More than two in five A survey made by Cyber -Ark, 600 office workers in London and New York focused on

office workers admit to the lack of ethics and security within the workplace. While 85 percent of the

taking sensitive data with respondents admitted to knowing that downloading corporate information from their

them to a new employer employer was illegal, a quarter of those surveyed said they would take the data

when they leave a job. regardless of the pe nalties.

Compliance with laws and regulations

HIPAA HITECH Act, GLBA, Many organizations now fall under the oversight of government and industry
BASEL II, SOX, California regulations that mandate control over private information, including HIPAA in
SB 1386, EU Data healthcare, GLBA and BASEL Il in finance, Payment Card Industry (PCIl) DSS standards,
Protection Directive, Sarbanes -Oxley for financial and general business activities and Red Flag Rules for

finance and consumer protection. Additionally more than 42 states in the United
States have passed data privacy or breach notification laws that require
organizations to notify consumers and businesses when their sensitive information may
have been exposed. One high  -profile example is California SB 1386. The EU Data
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Protection Directive was first introduced in 1995 and has since been updated and
implemented by all member countries.

As recent ly as September 24, 2009, the United States announced the HIPAA HITECH
Act that provides a "safe harbor" for Protected Health Information. The safe harbor is
created through the use of encryption technology to achieve the goal of protecting
sensitive and ¢ onfidential information. The significance of the new law is based upon
the United States Governmentf6s desire to mandate a
from paper records to electronic format. This is expected to provide significant cost
savings in the man agement of health records and the US Government is paying for
the cost of conversion. The issue is that providing information workers with access to
electronic records delivers sensitive information to people who should not have
access to it. The new law s pecifically states that ePHI (electronic Protected Health
Information) must be either encrypted or destroyed. There are no other options. The
first violation would be a $10,000 penalty for each occurrence and a maximum of
$250,000 per year and can increase  to $50,000 with a max of $1,500,000 per year.

EU Data Protection The EU Data Protection Directive (Directive 95/46/EC) has been implemented by all
Directive me mber states and the purpose is that OEveryone ha
privateandf ami 'y | i fe, his home and his correspondence. ¢

any operation involving personal data including collection and storage of the data.
The directive requires organizations to handle all personal data in a manner that is
secure and app ropriate. More information can be found on the following location:
http://ec.europa.euljustice_home/fsj/privacy/index_en.htm

The Gramm -Leach -Bliley Act (GLBA) has already had an impact on financial services

institutions. Federal agencies are grappling with the Federal Information Security
Ma nagement Act. Publicly listed companies are looking at what role information
security will play in assuring their internal controls, as required by the Sarbanes -Oxley

Act Section 404. Companies that do business in California are sorting out SB 1386,

which requires them to have processes in place to notify customers whose personal

information has been compromised. Y et no other industry has done as much to

comply with such regulations, or been as open about their compliance efforts, as the

healthcare industry. Mo st Cl O6s are complying with
York State Privacy Law and Sarbanes -Oxley becau se the impact to their businesses

could be traumatic.

The Health Insurance The Health Insurance Portability and Accountability Act of 1996 was passed by United

Portability and States Congress to improve the efficiency and effectivene ss of the health care

Accountability Act system, and reduce the incidence of fraud. There are three components of the basic
security rule - confidentiality, integrity and availability of electronic, protected health
information. The focus of this policy is to increase the se  cure automation of patient
records and electronic health care information transfers. With the advent of
automated health systems there are increasing numbers of transfers of information
between users, which poses more security and privacy risks 0 risks that have never
existed before. In recognition of this, the drafters of this legislation included provisions
for the regulation of information privacy and information systems security.
Addi tionally, 0Access Control é provoateesandsers with |
perform functions using information systems, applications, programs and files.
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100 million
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expected 2010.

How can we demand
back a USB flash drive
from an employee that is
about to leave the
organization?
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Should we stop information workers using USB flash drives?

Study after study reveals a fundamental truth about the status of IT security today: The
biggest threat is not the traditional cyber criminal attempting to penetrate the

corporate network, but trusted employees sitting within or working outside of corporat

walls. Employees are working longer hours, frequently traveling for work or working from
home; and when workers are mobile, they use portable data storage, knowing that
computers will be available no matter where they travel.

And the number of mobile workers is exploding. In the United States alone, more than
44 million were classified as telecommuters (Dieringer Research Group) with more than

100

Yet, organizations are facing more and more regulations aimed at protecting private
information, with severe, expensive and embarrassing penalties for a data breach.

With the facts above we need to ask ourselves some hard and someti mes difficult
guestions regarding the organizationds USB

1

How many unsecured USB flash drives are being used in the Enterprise
today?

How many USB flash drives are used on average by our employees, and for
what purpos e?

What type of information is stored on these USB flash drives?

Should we allow some employees to use USB storage while denying others?
How do we protect sensitive data stored on these USB flash drives?

How do we know if a USB flash drive is lost?

What do we do if a USB flash drive with sensitive information is stolen or lost?
How can we demand that an employee who has left the organization
returns a USB flash drive that has corporate information on it, especially if

the former employee owns the device?

How can we possibly know all of the USB devices that an employee has
and determine what data is on each device?

Is there a risk that the organization is violating privacy laws and regulations
such as HI PAA HI TECH, FTCds Red FIl ag
laws?

How does IT prove to the regulator that the company is protecting portable
devices and the information thatis|  ocated on USB flash drives?

How can the organization protect data stored on USB flash drives from
malware propagation at known and unknown endpoints?

These questions are not always easy to answer but they need to be asked and analyzed to
create a proact ive strategy to solve the USB flash drive security issue.

f
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Secured eUSB 0 Life Cycle Management
What is Life Cycle Management  ?

Life Cycle Management provides the capability for the Simple Encryption Platform to
control the birth, life or employee use , and death of an encrypted USB flash drive.

With Secured eUSB end users and IT can encrypt and brand USB flash drives in
minutes.

If there is any movement of data to and fr om the USB Flash drive or any change to the
access rights, then the intelligent client  will report the change sto the SEP system for
audit trail reporting.

Life Cycle Management is configured to protect the data at all cost. As well as using
encryption, the data can be protected by controlling the device. | f the flash drive is
lost, Secured eUSB makes it possible to disable the device to prevent any access to
the data.

Encrypting flash drives

Encrypts any brand of With Secured eUSB, it is possible to encrypt any brand of USB flash drive in minutes and
USB flash diive. use it on any Windows computer in the world, even without administrative privileges.
Every encrypted flash drive has the intelligence to report all user actions to the central

management console for comprehensive reporting capabilities.

The solution consists of a client that encrypts USB flash drives, a central server and a
management console to manage the solution. These components can be deployed
with different strategies and corporate policies in mind.

USB encryption deployment strategies
There are three strategies to deploying USB encryption.

1. End users encrypt the USB flash drives themselves & This option could be
considered as a service from IT whe re the end users can buy any standard
USB flash drive and then secure the flash drive on their own computer. The
process to secure a flash drive is very simple for end users and can be
performed by one click and the input of a password. This process is a t ried
and tested workflow, proven with thousands and thousands of users. Any
data that is already located on the flash drive will be removed to a safe area
awaiting the flash drive to be encrypted and the solution automatically
moves the files back on to th e flash drive. The encryption process is fast and
painless. This is the most-commonly used deployment strategy.

2.  The IT department encrypts flash drives and hands them out to the end users o]
The IT department can encrypt USB flash drives on the fly and dis tribute the
devices to employees who request the secured flash drives. When the end
user plugs the flash drive into the computer 0:¢
prompted to register and activate the device. The USB flash drive will
automatically communicate t o the SEP (Simple Encryption Platform)

www.cryptzone.com 6
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Management system and register the device as created/owned by the
Active Directory member.

A combination of 1 and 2 8 Some organizations combine the two strategies
adjusting to both needs and functionality requiremen ts of the organization.

Encrypting a USB flash drive 0 end user perspective

The

success of any application |lies in it

simple task to be done. At the same time the application needs to have the depth
and flexibility to satisfy those users with more complex needs. In other words, it has to
be easy to use, but comprehensive enough to work in their normal business
environment.

With the Secured eUSB solution it is possible to adjust the initiation of USB encr  yption
and the end user experience. The following options exist:

1.

The end user initiates the encryption & with this option the end user can
encrypt a device by simply right  -clicking on the inserted USB flash drive icon
in Windows Explorer.

Every new devi ce is encrypted - The end user gets a notification that the USB
flash drive will be secured every time a new device is inserted to the
machine. This option will help to remind end users about security and ensures
any new device is protected.

The user is advised to encrypt each new device - The end user gets a
suggestion to secure the USB flash drive every time a device is inserted to the
computer. This option will remind the end user to secure the flash drive every
time an unsecured deviceis  inserted to the machine.

<* USB Security Policy p J (=]

According to Cryptzone security policy, USB storage devices must be
secured. The system will automatically secure your USB storage
device, and a backup will be performed during the process.

It is very important that you do not unplug your USB device during
this process.

Please press "Continue” to proceed.

Continue l Cancel I Figure 1

All USB flash drives inserted are automatically encrypted d with this option any
USB flash drive inserted will immediately trigger the encryption process and

the device will be secured without asking the end user . The end user will get
messages displayed explaining the process and what is happening.

S
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The most frequently used deployment strategy for USB flash drive en cryption is option 3
where the end user gets a suggestion to secure the USB flash drive every time an
unsecured device is inserted. This strategy has been very successful for most
organizations.

Technically the encryption of a USB flash drive will be don e in the following sequence.

1. USB flash drive validation 8 The software will validate the USB flash drive Device
ID and perform a check disk on the USB flash drive to make sure that the file
system is ok. If there are any errors the software will try to fi x them
automatically.

2. Automatic NTFS conversion 0 For the encryption of a flash drive to be as fast as
possible the software will convert the USB flash drive file system to NTFS. This is
an optional selection but highly recommended.

3. Automatic backup of a ny data located on the flash drive o If there is any data
on the flash drive, the software will automatically back up the data to the My

Documents folder on the local computer. The location of the backup can be
on a network shared drive location or a tempo rary directory. This can be set up
as a policy.

4. Encryption preparation 0 All data located on the flash drive will be cleared
and the zero footprint technology is prepared in a temp folder. Additionally a
Secured eUSB database is created.

5. End user is asked to define a password 8 The end user will be asked to define a
password for the secured USB flash drive. When defining the password the user
must follow the centrally defined password policy.

6. End user can define other users or groups that can have access to the secured
USB (optional) & If the feature is activated it is possible for the end user to
define AD users and groups that will be able to open up the secured USB flash
drive.

7. Encryption of the USB flash drive & The USB flash drive is encrypte d.

Www.cryptzone.com 8
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8. Zero footprint technology is implemented 0 The technology used for access
rights management, graphical user interface, automatic logging, file and
folder handling, encryption, etc. is installed on the USB flash drive. With this
technology implemented the user can use the secured USB at any Windows
computer. Additionally all encryption keys are saved to the database.

9. The backed -up data is transferred back to the USB flash  drive & The data that
was backed -up in step 3 will now be transferred into the e ncrypted part of the
secured USB.

10. The backup in My Documents will be removed & The backup is safely wiped
from the computer.

11. The end user is asked if the secured USB flash drive should be opened - The
process is done and the end user is asked if the se  cured USB should be
opened. This question gives the end user confidence that the process is done
and that they can start working with it as normal.

Regarding the above mentioned features, it is important to note that the end user

doesndt n e e dr educaionnwhitly is especially important in a large -scale
enterprise where there isnb6t enough time in the day
every single user. The user interface is designed to be intuitive and easy to understand.

All the end user has to do is to create a password and click OK when the process is

finished. All other actions are handled by the system automatically without any end

user interaction.

Encrypting a USB flash drive & IT department perspective

With the Secured eUSB solution it is possible to create encrypted flash drives that are not

purc hase any brand of gssigned to a user. This feaj[ure has_ been designeq for organizatioqs that either would

USB flash drive, encrypt it like to have a zero -footprint solution for deploying USB encryption, or that want to

and send it o the end encrypt flash drives before they are distributed to the end users. Members of the IT

user. department can purchase any USB flash drive (brand and/or size), encrypt it using the
Secured eUSB application and then simply send it to the end user. The user will then
activate the secured USB flash drive before it can be used. The activation is important

since it will assign ownership to the specific device. This ownership is later use d for
Portable Device Management and for the Data Content Reporting, which includes

Asset Reporting, Data Analysis and Data Origin Analysis.

IT department can

Members of the IT department can encrypt devices that are up to 64 GB and the
process is extremely fast. As an example, a 16 GB Verbatim flash drive take less than a
minute to encrypt.

When the end user receives the flash drive, they will be asked to act ivate the drive by
providing user information and password. When that task is completed, the secured USB
flash drive is ready for use. The activation can be done on any Windows computer
connected to the corporate network.

What types of USB flash drives can be secured?

The Secured eUSB solution can encrypt any brand of USB flash drive and the
technology can secure storage of up to 64 GB. It is important to realize that most
organizations have widespread usage of different brands of USB flash drives with
different storage capacities. The Secured eUSB solution supports this typical user
environment ensuring successful implementation.

www.cryptzone.com 9
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Enforce encryption of USB flash drives

For most organi zations itds important tolasensure tha
drives is encrypted. With the Secured eUSB solution it is possible to enforce users to

encrypt flash drives before they can store information on the devices . For example, IT

can set up a device policy to allow end users to be able to plug in any USB f lash drive

and read data. However, in order to write data to the drive, the user must encrypt and

secure the drive beforehand. This policy will ensure that end users can read data from

private flash drives and customer flash drives but |, to be able to store data to a flash

drive, the device must be encrypted with the Secured eUSB technology. The solution

also offer sthe possibility to block USB flash drives  so they cannot be used at all.

X 3 SEP Management Console (admin@sep://server001:8888) .= 5[
Figure 3
Session  Tools  Help
— Mame A Comments
itis possible to et a B B
policy so users will only p
be abl e to write data to @ Administration
encrypted and secured E
i Enterprise Manag...
flash drives. 5 2 verview » Editar )‘ Links
L% SEP Settings Application Settings |
-+ %y Policies
Secured eFile  Secured elISB ‘ Secured eMail | Secured eControl
o Add New Policy.., Deployment | Security | Auditing | Templates | Other |
@ Froperties... j
Make Copy
3 Delete V¥ Remavable Device Control
= p SEF Client can be set to contiol access nghts to removable devices.
1 Removable Device Contral should not enabled if you are using another software
such as Cryptzone Secured eDevice to contol access for remavable devices.
Y
o
e ¥ Enable Remavable Device Control
o
2 " Block access to all removable devices.
E & allow wiite access to encrypted Secured elUSB devices and read only access to other devices.
5 " Allow access to all iemovable devices. E
o
o
5
= =
o
= Anply | Cance| 4

distart| | @ @  ||¢) 5EP Management Con... | m| o BB 7

Advanced control of the USB port

There are many portable devices other than USB flash drives that employees can use to

move data including iPods, phones, cameras and 30 other types of devices. User

behavior can be  monitor ed and control led to prevent sensitive and confidential data

being transferred out of the organization unless it is encrypted and secured. Secured

eUSB can be combine d wi t h Cryptzonef6s port anddSeéemred ce controc
eDevice - to give complete control of data movement and portable device security.

To learn more about Secured eDevice please visit

htt p://www.cryptzone.com/products/edevice/

Secured eUSB user interface - day to day usage

After a USB flash drive is secured, the end user can utilize it on any Windows computer.
When the end user plugs in the device it will be visible in the My Computer window and
a special secured USB icon will be used to show the device is secured. The USB flash
drive can be opened in two ways.

1. Ifauto runis enabled the secured USB flash drive will open up automatically.
2. If auto run is disabled the end user needs to manually open the device by

simply double -clicking on the secured USB flash drive icon.

Www.cryptzone.com 10
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Figure 4

If auto run is disabled the
end user simply double
clicks on the secured USB
flash drive icon to open
the device.

Figure 5

The authentication
window & The end user is
requested to

authenticate to be able

to access the secured
USB flash drive.
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When the end user
done in two ways.

1. Password authentication
authenticate.

2.  Windows authentication

wants to access the device, they must authenticate. This can be

0 The end user simply types in a password to

d If this feature is activated, the end user will

automatically a uthenticate to the device if the user is logged in to the

machine using Windows authentication.

#* Enter password

=101

The USE device at 'T:' is secured, and requires a password to be

accessed,

Enter password I |

=|

7. Click here if you have lost your password,

Cancel |

Figure 5

Once the end user is authenticated, the user will get access to all the files and folders of

the secured USB flash drive.
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Figure 6

User interface of a
secured USB flash
drive & The end user
can drag and drop
files to and from the
secured USB flash
drive and

documents can be
opened by double
clicking on them.
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A

The Secured eUSB user interface is intuitive and easy to understand for all end users.
Secured eUSB uses the same workflow rules as Microsoft Windows operating system
when applied to a secured environment. The end user can drag and drop files to and

from the secured USB flash drive, and the data will automatically be encrypted or

unencrypted.

To open a secured docum

ent, the end user simply double

-clicks the document and it

will automatically be unsecured and opened in the software that is associated to it. The
user can edit the file and then save or close the document. When a document is

closed and saved, all data wi

Il be securely transferred back to the secured USB flash

drive and the stored document will be updated. All temporary files used to open the

document will be wiped clean.

With the secured

usB fl ash

drive interface i

expectations are that if you delete a document it will be stored in the Recycle Bin.
Since data stored on the secured USB flash should be considered to be sensitive the
deleted data cannot be moved to the standard Recycle Bin. Instead it is moved to the
built in encrypted and secured Recycle Bin. All standard actions like Restore, Empty and
Delete are available in the secured Recycle Bin and data in the Recycle Bin that is
deleted will be wiped and electronically shredded.

Password recovery

With thousan ds of users using secured USB flash drives, there will be users that forget
their password. To handle forgotten passwords, the Secured eUSB solution has a built in
password recovery system. When the end user is requested to authenticate there is a

l'ink,i ckC here if

you

have |

ost your passwordo.

instructions on how to get a recovery password. The standard instruction is to call the

organi zationds hel

p desk

and

provide a

the recovery ticket to see what USB flash drive the user is trying to open and who is

regi stered as the

identity by internal

deviceds

security

owner . |t i s now
prot ocol gentityWh en

they can give back a recovery password that the user can enter and get access to the
device. After the user accesses the USB flash drive with the recovery password, the user

can change the password.
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Figure 7

End user password
recovery 0 The end user
can click a link and
instructions will be
displayed. These
instructions are
customizable.

Figure 8

SEP (Simple Encryption
Platform) Management
Console 6 All secured
USB flash drives are listed
in the central inventory

list which can be
searched and filtered.

Www.cryptzone.com

i

@

The USE device at 'T:' is secured, and reguires a password to be
accessed,

Enter password I | @.l

OF | Cancel |

To refrigiie a recovary pazmiord, pleare confact Criptrona Helpoesk and wse
the recovery foket Delw,
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Central inventory lists of all secured USB flash drives

Every secured USB flash drive is registered to an

cryptzene

Figure 7

Active Directory user. This AD user is

considered to be the owner of the flash drive and therefore has control of the device

and all of the data stored on the device.
security feature making end users responsible for
the secured USB flash drive.

Figure 8

The ownership concept is an important
their actions and the data stored on

The central inventory list displays the following information: a listing of all secured USB
flash drives, the owner, when the secured USB flash drive was created, hardware 1D,
status and the last time the secured USB flash drive was used. With
possible for the security manager to create a report that would list all devices that have
not been used for a long time and that could be considered to be lost or stolen. The

reporting capability creates a tight control of sensiti
might be lost.

this information it is

ve data and insight if the data

The status indicates if a USB flash drive is active or if the IT manager has locked down

the device or wiped it using
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oKi Il Pil
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