Secured eCollaboration

Document Encryption for Microsoft SharePoint  ®

cryptzene



cryptzene

Content s

Introduction & Microsoft SharePoint Security Issues
What is MICrosoft SHArEPOINT? ...t e e e e e s sate e s tbeeeees
Compliance with laws and regulationS ..o

Secured eCollabor  ation .........ccccceiiiiiiiiiiiiice e
Securing a document & end user perspective ..............cee..

Changing access rights 0 empower the end user
To Unsecure a document 8 end USEr PEISPECLIVE  ...ueiiiiiiiieiiiiee e iiiie e stiie e e iiee et e et inee e
Document creation doesnodt
Security travels with the document - anywhere .........cccccovviiiiieiee e
Share and collaborate with external parties ~ ...........cccoeveene
Kill access rights when sharing data with external parties .
EPM & Enterprise Protection MEthOO  ......cueiiiiiiiii ettt
EPM central ManagemENTt  .......iiiiiiiiieee i eee et e e e e e e e e e e e e e s ste e e eee e s s s saaneeeeeeeeeaanntraeeeeannnrnees
Automat ically assign access t0 USErs and groUPS  .....ccceerveerieeriienreeneesree e e sieeesieeesieeesineree s
Limit who the end user can share secure documents With ... 12
Advanced directory management
Same document, several copies
Encryption technology at a glance
Encryption protocols and algorithms
THE ENCIYPLON PIrOCESS  oiieiiiiiiiiiiieie e e ettt ee s ettt e e e e e e sttt e e e e e ertaeeeaaeeeesssasaeeeeeeeeeaaaneeaeeeesennnnnnees
The encryption procedure step by step
Cryptzone content encryption concept

NG L E= L= Ta =T a1 o | PPN
Automated encryption of documents in Microsoft SharePoint ... 17
SharePoint Encryption Deployment ManAgEr —  ..ovveiiiiiieei e ettt e e e e e e e seee e e e e e e ssnnn e e e e s e nnnnnees 17

SharePoint Encryption Rules Manager
Automated encrypt ion rules engine

Microsoft SharePoint Workflow SUPPOIT ... 19
SEP (Simple Encryption Platform) Enterprise Management  .........ooviiiiiiiiiiiiieee et 20
Central MANAGEIMENT ..o e s s e see e s e e e

Global Object Synchronization

Role based adminiSIrAtION  ........ccuiiiiiiiieei et
System access rules and PrOCEAUINES  ......uiiiiiiiee ittt e e e e e e e st e e e e e s bbb e e e e e e e aanaees 22
Seamless integration with existing INfraStrUCIUNE  .....veiviiiii i 22
L (oYY o] (=30 1= o Fo) Y70 0 =T o | SRR 22

Policy management
License management

Central password MANAGEIMENT  ...eeiiiiiiiiiitii et e e e e e e e e e s s ee e e s s s bbbt e e e e e s s aanbeeeeeeennnee 23
Deployment ArchiteCture D TAQFAIM .....cooiiiiiiiiieee e e eciie e e et e e e e e e s e e e e et e e e e e s e esnnnsaneaeaeeeannees 24
Watch videos of Secured eCollaboration ... 25
10100 =T o AP U PUPRTTTTN 26

2

www.cryptzone.co m



cryptzene

Introduction & Microsoft SharePoint Security Issues

Microsoft SharePoint is a collect ion of products and software elements that include a
web browser for collaborative functions, process management modules and a
document management platform. The bottom line for management is that SharePoint
empowers users to manage content effectively, imp roving workflow processes and
helping people to make better and faster business decisions.

The issue is that information stored and shared on SharePoint is often sensitive and

confidential and needs to be protected. SharePoint administrators and Enterpri se IT staff

must ask hard questions regarding security, even though they may not be security

experts. OHow do we provide collaborative access to
the same time ensure that only those people who need to access the stored docum ents

have access rights?6 0And what happens when we have
access to a sensitive document? Who manages the righ

Sensitive information is stored in many different environments and comes in many
different flavors. Sohowdoyou pr ot ect a document wheshareddridegs on a ne:
copied to a userds desktop or emailed to several peo

Collaboration is a hot topic and a growing trend for businesses throughout the world.

Collaboration is a hot Companie s realize that people working together have a multiplying effect on user

topic and a growing productivity and Microsoft SharePoint is a powerful tool for enabling collaboration.

trend for businesses Another challenge arises when you have an employee working on a secured document

throughout the world. and they want to share the document with a customer or partner who doesndt have you

encryption software. What needs to happen? How do you solve that problem?

Many companies dondt host their own SharePoint Pl atf
security for their documents and files using encryption when a different company is
hosting their SharePoint application?

And the most i mportant question that should be on se
do we deal with Regulatory Compliance, especially in
Governments throughout the world have determ ined that when businesses encrypt, they

have created a o0safe harboré6. I n other words, if the
penal ties or requirement to advise 0O0injured partieso
lost. Laws & regulations now mandate compa nies to encrypt information. |

the penalties are punitive.

The overall cost of non -compliance is significant because the liability is more than a fine.
The greatest impact is on the overall value of the corporation in the stock market and on
revenues. The questions set out above, as well as others, are important and require a
comprehensive answer.
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What is Microsoft SharePoint?

Microsoft SharePoint is a collection of products and software elements that include a

web browser for collaborativ e functions, process management modules and a

document management platform. SharePoint value is based upon the relationship that
Microsoft has with information workers through the tools that people are already using o]
Office clients such as Word, Excel, In ternet Explorer, and email clients such as Outlook.

Microsoft Office SharePoint Services, also known as MOSS 2007, comes packaged with six

basic applications right out of the box:

1. Collaboration & Teaming amongst people across boundaries; geographic, de partmental
and organizational.

2. Portals d1tis a gateway with info rmation coming from a number of locations.

3. Enterprise Search 0 The ability to retrieve information from a number of
places including documents, people, databases, using keywords.

4. Conte nt Management 0 Provides the ability for information workers to
manage content without having to enlist IT for their help. This interface
makes it possible to publish content to a site that can be read by many
people.

5. Business Processd Automates busines s

) 6. processes via workflow and digital forms. >
Figure 1
Microsoft SharePoint 7. Business Intelligence - Improves the
services consist of six basic Business
applications 8. visibility of information to make Intelligence Collaboration

9. better business decisions.

Business

The Content Management application is the
area for which Cryptzone has an add -in
interface to SharePoint 3 Secured eCollaboration.

Processll SharePoint

Content
Management Search

Partner Solutions
Figure 1
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Compliance with laws and regulations

Many organizations now fall under the oversight of government and industry regulations

that mandate control over private information, including HIPAA in healthcare, GLBA and
BASEL lin finance, Payment Card Industry DSS standards, Sarbanes  -Oxley for financial
and general business activities and Red Flag Rules for finance and consumer protection.
Additionally more than 42 states in the United States have passed data privacy or breach
notification laws that require organizations to notify consumers and businesses when their
sensitive information may have been exposed. One high -profile example is California SB
1386. The EU Data Protection Directive was first introduced in 1995 and has sin ce been
updated and implemented by all member countries.

As recently as September 24, 2009, the United States announced the HIPAA HITECH Act
that provides a "safe harbor" for Protected Health Information. A safe harbor is created
through the use of encryp tion technology to achieve the goal of protecting sensitive and
confidential information. The significance of the new law is based upon the United States
Governmentds desire to mandate a conversion
electronic format. Thisi s expected to provide significant cost savings in the management
of health records and the US Government is paying for the cost of conversion. The issue is
that providing information workers with access to electronic records delivers sensitive
information to people who should not have access to the information. The new law
specifically states that ePHI (electronic Protected Health Information) must be either
encrypted or destroyed. There are no other options. The first violation would be a $10,000
penalty f or each occurrence and a maximum of $250,000 per year and can increase to
$50,000 with a max of $1,500,000 per year.

The Gramm -Leach -Bliley Act (GLBA) has already had animpactonf  inancial services

organizations. Federal agencies are grappling with the Federal Information Security
Management Act. Publicly listed companies are looking at what role information security
will play in assuring their internal controls, as required by the Sarbanes -Oxley Act Section

404. Comp anies that do business in California are sorting out SB 1386, which requires them
to have processes in place to notify customers whose personal information has been
compromised. Yet no other industry has done as much to comply with such regulations,

orbeen as open about their compliance efforts,

are complying with HIPAA HITECH, California or New York State Privacy Law and
Sarbanes -Oxley because the potential impact to their businesses could be traumatic.

The Health Insurance Portability and Accountability Act of 1996, was passed by United

States Congress to improve the efficiency and effectiveness of the health care system,

and reduce the incidence of fraud. There are three components of the basic security rule

- con fidentiality, integrity and availability of electronic, protected health information. The

focus of this policy is to increase the secure automation of patient records and electronic

health care information transfers. With the advent of automated health sys tems there are
increasing numbers of transfers of information between users, which poses more security

and privacy risks 9 risks that have never existed before. In recognition of this, the drafters

of this legislation included provisions for the regulation of information privacy and
information systems security. Additionally,
privileges to access and perform functions using information systems, applications,

programs and files.

The EU Data Protection Directi ve (Directive 95/46/EC) has been implemented by all

of pati

as the

0Access

member states and the purpose is that OEveryone has
and family life, his home and his correspondence. ¢
operation involving personal data including collection and storage of the data. The

directive requires organizations to handle all personal data in a manner that is secure
and appropriate. More information can be found on the following location:
http://ec.europa.eu/justice_home/fsj/privacy/index_en.htm

e

T


http://www.csoonline.com/glossary/term_popup.cfm?ID=1259
http://www.csoonline.com/glossary/term_popup.cfm?ID=986
http://www.csoonline.com/glossary/term_popup.cfm?ID=986
http://www.csoonline.com/glossary/term_popup.cfm?ID=2103
http://ec.europa.eu/justice_home/fsj/privacy/index_en.htm
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Secured eCollaboration

Cryptzoneds Secured e Co l-ihfarMrosaft ShareP&nt, previdiagthe a d d
tools that organizations need to protect sensitive a nd confidential information.

Secured eCollaboration permits end users to secure documents within Microsoft

SharePoint and on their endpoint computer, giving the user a secure environment to

share documents with co  -workers, project team -members, external b usiness partners and
other stakeholders while maintaining information security and integrity.

Securing a document 8 end user perspective

The success of any application lies in its ability t
task to be done. At the same time the application needs to have the depth and flexibility
to satisfy the userds more complex needs. I'n other

comprehensive enough to work in their business environment.

When an end user wants to secure ad  ocument, the user simply expands the contextual
menu for a document action. The interface will show two choices:

1. Secure Document - Will encrypt the document at once

2. Advanced Security & Will open up a new window that gives the user the option
to secure th e document and preserve the version history of the document.

Figure 2 &4 Development [alsites

| intranet \m-ﬁ Document Center | Internal IT Wiki | Marketing ~ | News ~ | Office | Professional Services + | Reports | Sales | Search | Sites. | Templates |

intranet > Development > Shared Documents > Sharepoint Testing Dump > Demo
Shared Documents

View All Site Content Share a document with the team by adding it to this document library.

end user is about to Pictures

Example of a SharePoint | j
environment where the —

secure a document. 2 Fictures [l Smrem i, Modified Fiesize Ve
Documents /23/200% 2:10 FM on Added new sides 1356 KB 2.0

its 9/23/2009 2:55 PM on  Added customer name 64KB 10

10/21/2008 2:30 PM on Unsecured using Cryptzone Secured eFile,  16KB 0.2

9/23/2009 3:26 PM on  Added some comments 330KB 0.2

7/22/2009 3:28 PM on Secured using Cryptzone Secured eFie. S04KB 0.1

10/27/2009 5:33 P on Unsecured using Cryptzane Secured eFile,  622KB 0.3

9/14/2008 11:05 AM on Unsecured using Cryptzone Secured eFle,  621KE 0.3

Nilsson  test 60 KB 0.4

Discussions

9/29/2009 2:36 PM

Team Discussion

7/22/2009 3:26 PM
Sites

People and Groups

Product Steering Group /

Done [T [ [ [ [§3tocalintranet
Figure 2
When the user chooses to secure a document, an OAcce

the user will be asked to set up access rights for other users. Th e security concept is that a

document s access rights are created from the point
access rights being limited to the user who created the document - the Document

Creator. The Document Creator will then have the choice to add a ccess rights for other

users and groups (within the organizationds Active D
Microsoft SharePoint).

So why doesndt the document simply inherit the acces
and regulations state that access to documents containing sensitive information should

be limited to as few individuals as possible. By making the end user add access rights to

each document created, Secured eCollaboration forces an action to add access rights

and therefore ensures that only  those who should have access will actually get access.

www.cryptzone.co m



Figure 3

Access Rights Wizard &
Here the end user can
add unique access rights
to a document.

Figure 4

Access Rights Wizard &
Several u sers and groups
can now access the
document.
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B Creating secure area @

Creating secure area

€ You are creating a secured area that is only accessible by intended users.
)

4 To configure what users or groups that should be able to access to this secured area, use the search field

below to find and add users.

<& Search | Contributer ~ +

Peter Chan [peter.chan@ciyptzone.com)

Y
Name |3 Peter Davin [peter. davin@cryptzone.com)
& Peter Davin [peter@cryptzone. com)
& Peter Svensson [peter. svensson@ciyptzone.com)
&4 Peter-Rami
[ Swichtoadvancedmode | [ Hep | [ ok ][ cence |

Figure 3 shows an example of how an end user can add access rights to a document by
simply typing the name of an AD user, AD group, created group, user or group in
Mic rosoft SharePoint or a Secured Group.

M Creating secure area @

Creating secure area

(‘.) You are creating a secured area that is only accessible by intended users.
&)

v To configure what users or groups that should be able to access to this secured area, use the search field

below to find and add users.

<% Search [' ] | Contributor v |

|

Name

& Daniel Nilsson (daniel nilsson@ciyptzone. com)
a7

& JanWronkow (jan.wionkow@cryptzone. com)
+ & Marketing

+

§
;

+

[ switchtoadvancedmode | [ Hep | L ok [ caes ]

Figure 4

The administrator of the Secured eColl aboration solu
rightsdé for each user or group of users.edAs an examp
eCollaboration so users in the Human Resources department can only add access rights

for other members of Human Resources.

www.cryptzone.co m

When the user has finished adding access rights, hel

solution will finish the encryption process o f the document. When a document is

encrypted, the software will add a okeydé symbol to t
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Figure 5,

The SharePoint interface &
Itis easy for an end user to
see if a document is
encrypted and secured.

An encrypted document

has an icon with a key

over it.

Figure 6

Access Rights Wizard &
When changing access
rights, the wizards will show
an advanced view

making it possible for the
end user to add and
remove access rights and
access roles.

cryptzene

is secured. This is a very important feature since it will clearly show the end user which
documents are secured.

“ 9 Secure Documen

Type Name -
View Properties
B ABCBank
— E# | Edit Properties
|§" Demo Ordf{ _
Manage Permissi
S Excel o
Edit in Microsoft
s 3chn Smith x
Delete
[ Por 18 9 @ Johin Smiti
N Send To
! Ly Share Pur
/:i |: [_h Checdk Out
] Share Pur
o] Publish & Major v
B widgetSof
] | Version History
W) vz Bank o !
@j Workflows
_Iy| Advanced Securi
Alert Me
Figure 5

Changing access rights 8 empower the end user

An important part of the Secured eCollaboration solution is the possibility for an end user
to change access rights to any document.

B Creating secure area rz]
Creating secure area
‘You are creating a secured area that is only accessible by intended users.

To configure what users or groups that should be able to access to this secured area, use the search field
below to find and add users.

<% Search { Manager v
Name Access Role
*, Recovery Password Recovery
= “, Users and User Groups
; Daniel Nilsson [daniel nilsson{@ciyptzone.com) Manager
* &3IT Contributor
& JanWronkow (jan wronkow@ctyptzone.com) Contributor
# &3 Marketing Contributor

[ Delete J[  New.. | Rese

[ Swichtobasicmode | [ Hep | [ ok ][ cence |

Figure 6

An end user can only chang e access rights to a document that he/she has created or
where the user has administration rights to a document created by someone else. The
Access Rights Wizard can be reached by opening the context menu for a document

and then choosing Advanced Security.

www.cryptzone.co m



Figure 7

An end user can secure a
document on the desktop
d the user simply does a
right click action, and
chooses Secure
Document.

www.cryptzone.co m
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Once the Access Rights Wizard is open, the user will be able to see all users and groups

that have access to the document and will be able to add or remove users and groups.

The user can also add one or several manual passwords for external sharing of t he
document. If a group has access rights, the user can expand the group and see who the
members are. This feature is especially important since it allows the user to verify the

members of a group so that access rights are not inadvertently granted to the wrong
people. In a large organization, the end user has to trust that IT administrators and

security managers will create functional groups that will meet their needs. With Secured
eCollaboration, the end user is empowered to make the secured group decisio n and set
the exact access rights that are appropriate for a specific document.

For every user and group it is possible to set different Access Roles. The concept is to give
the advanced users more alternatives and empower them to control in great detail what
others can and cannot do with a document. The system has three different levels:

1 Manager 0 The Document Creator is always the Document Manager and will be
able to set and change access rights to the document. It is also possible to
configure it so t hat other users will also be Document Managers.

1 Contributor & Any other user or group added will automatically be assigned the
Contributor role. Contributors have access to the document to read and edit. A
Contributor cannot change access rights or unenc rypt the document.

1 Reader 0 If a user has Read permissions, the user will only be able to open the
document to read its content. The user will not be able to change the
document. Please note that a user with Reader privileges can still copy data
from a d ocument and paste it into a new document. The Reader Privilege only
blocks saving actions to the currently opened document but will not block the
information being copied elsewhere.

To Unsecure a document  d end user perspective

An end user can remove t he encryption from a document at any time. This can be done

by opening the Advanced Security option in the context menu. When a document is

unsecured, the encryption will be removed and the document will be stored in an

unsecure manner within SharePoint. P | ease note that only users with
rights are allowed to unsecure a document.

Document creation doesndt al ways star

An i mportant factor to rememb( Matketing \donc”)t
always create documents within SharePoint. Normal
behavior for end users is to create a document on their -
laptop or desktop, work on it, save the changes and | Document | Financial
later upload it to SharePoint. To support this behavior, i
Secured eCollaboration offers the possibility for the end ?x':::w
user to secure documents directly  on the desktop or a Search..;
network drive. This enables them to work securely with
.. . 2 Secure 'Document
sensitive data even though the document is not stored 3 Secure Document’as copy
on SharePoint. & Send ‘Document’to eFolder »
# Send ‘Document’as copy to eFolder »
With Secured eCollaboration it is also possible to Send To N
encrypt and secure entire folders. The end user simply Cut
right-clicks on the folder and the context menu will Copy
show an option to secure the folder. When a folder is Create Shortcut
secured all data in it will be encrypted. All data that is Delete
added to the secured folder will also be encrypted. This Benane
feature is only available on the end user desktop Properties
environment and not within Microsoft SharePoint. _ 7,



Figure
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Secured documents are Security travels with the document - anywhere

able to travel and be

stored securely on shared A document rarely exists in only one location or in one version. Documents tend to live in

network drives. FTP servers many environments and as the documents evolve, old ve rsions are saved for later
application servers, reference. Additionally, e_nd users one to save local copies of a document or send the
desktops, laptops, USB document to colleagues internally using email.

flash drives, CD/DVDs and

external h ard drives. To support this environment, documents secured with Secured eCollaboration will be

able to tra vel and be stored securely on shared network drives, FTP servers, application
servers, desktops, laptops, USB flash drives, CD/DVDs and external hard drives. Another
strong and important feature of Secured eCollaboration is secure backup. If a backup of
the document is made, the backup copy will automatically stay secured.

Share and collaborate with external parties

Secured eCollaboration offers the ability to share and work with encrypted data both

internally within the organization and with external part ies like customers and partners. If a
user needs to share data with an external contact, there are three ways for the external

contact to be able to open the encrypted file or folder.

1. The receiver of the document can download a free Secured eFile Reader. When
the Reader software is installed the receiver simply double -clicks the document
and types in the password to open it. The password is created by the Document
Creator and is communicated in whatever way they choose. For example the
password can be co mmunicated by phone, IM, FAX, a letter, text message, SMS,
etc.

2. If there will be regular collaboration with the external receiver, it is possible to
send the receiver an installation package and a license. The license can be
managed wusi ng Cr jeEnhczyptianePatsormISER@dvanced license
management system.

3. The third and final way is to create self  -running, executable packages. End users
can do this by right -clicking an encrypted file or folder and choosing to convert
it to an executable. The executable can be placed on a CD/DVD, USB stick, etc.
Secured eCollaboration is one of the few solutions on the market where
encrypted data can be opened and read from a CD or DVD directly. A
password is created by the end user and communicated to the rece iver. The
receiver of the executable can then open, edit and save documents secured
within the executable user interface.

Kill access rights when sharing data with external parties

Secured eCollaboration provides its operators with the capability to contr ol and possibly
kill access rights for any data that have been shared with internal and external

individuals. The system can be configured so that the SEP client will be forced to sync with

the SEP Server using an HTTPS connection. This means that the SE P Client will require
internet connectivity to authenticate and access the data, enabling the synchronization

of encryption keys, licenses and policies. Additionally, executable packages (without the

client) can be controlled through the same method. The f ollowing are examples of how
the software can be set up:

1. End users can create self -running executable packages that will require the
receiver to authenticate using a username and password. The self -running
executable package will connect to the central S EP Server to verify the

10
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authentication. It is possible for the document creator (end user) or the
administrator to remove access for the external person at any time.

2. The organization can send a SEP Client installation package to customers and
partners. The SEP client will be able to connect to the central SEP Server hosted
and controlled by the organization. The customer or partner will then
authenticate with the central SEP Server using a username and password that
has been set up by the system administr  ator. The organization’s users will be able
to secure files and share them with the customer and partner. It is possible for the
document creator (end user) or the administrator to remove the access for the
external person at any time.

EPM & Enterprise Protection Method

The Enterprise Protection Method (EPM) is the security concept for how Secured
eCollaboration handles encryption keys. The EPM is initiated through the creation of a

EPM is the security transparent encryption key by the client and by adding that key to a secu red document.
concept for how Secured This encryption key is then saved and transparently sent to the server as a Global Object
eCollaboration handles and distributed to the clients that will have access to the document.

encryption keys.
The content within the document is secured with that key but the key will never be visible
to the user. The only way to open the document is to retrieve the key from the server by
authenticating as a user who is a member of the access list. This access list can be
created by the end user and can also be centrally controlled. The acce ss list can contain
both users and groups. Users who are members of an added group will have access to
the key as long as they remain members of the group.

EPM central management

EPM can be centrally managed by policy within the Simple Encryption Platfo rm (SEP)
Management Console. Itis possible to set up policy rules that control:

A If a document should automatically have access assigned to specific users
and groups when it is secured;

A Which users, groups and passwords an end user can give access to whe n
securing a document.

This option ensures that any document that is secured by the EPM Stealth Key also
contains the default Active Directory users, groups and/or SharePoint users and private
external grou ps.

11
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< Choose Members [ =HACT ﬂ—hj

Figure 8

) ~y Please select the users and groups that the user will automatically secure files
The IT manager can easily for. The selected users or groups will always have the selected roles for the
assign access to users and ‘@ content whenever the user secures content.
groups. The picture shows
the user interface where |F'r°':|'-'Ct Steering Group / BOB | hd |
the IT manager can add
users and groups that will Name Role

get automatic access to
documents secured by a
user with this certain

a Content Creafor Manager
ﬁ Manager-Cryptzone EManager EE

. E ﬁ Bill Thompson (il thempson@cryptzone. com) Contributor
policy. In the shown . )
example, the AD group E'"ﬁfzﬁ Product Steering Group / BOB Contributor The user can e
Manager -Cryptzone and ("‘-5 All Cryptzone employees <Inherited >
AD user Bill Thompson are (ﬂ;.'_', Product Steering Group _ BOB Members «<Inherited >
added. In addition, a (?5 Product Steering Group _ BOB Owners <Inherited =

SharePoint site is added,
ensuring that all members
of the site will have
access.

When this option is activated, the user will be asked - during the encryption process - to
provide a list of users or groups that the document is intended for. It is possible to limit the

choices the user has in this interface through the central policy. The user will be limited to
the following (as shown below) based on the entities that are defined by the central

policy.

A If a directory is set as a limit, the use r can secure for the directory, or all the
descendants of the group (children, grandchildren, etc.)

A If a group is set as a limit, the user can secure for the group, or all the
descendants of the group (children, grandchildren, etc.)

A If users are set as a limit, the user can only add access rights to individual
users and not groups.

A If a specific user is set as a limit, the user can secure for the specified
individual user.

A If all entities are set as a limit, the user can secure for all directories, gro ups,
users and Secured Groups including children, grandchildren, etc.

A Ifa Secured Group is set as a limit, the user can only secure for the selected
Secured Group ( not the children of the group). The user still needs to be
part of a Secured Group for th  is to be allowed.

12
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Figure 9

IT managers can limit who
the end user can share
secured documents with.
The picture demonstrates

how it is possible to limit
different entities for the
user.

Figure 10

IT managers can limit who

the end user ca n share
secured documents with.
In the example the user
will be able to secure for
all AD and SharePoint
users and groups.

cryptzene

F ™
S Browse., Elﬂlg

% Uze the tree below to browse for different entities and add them to the entities list.

Entity ’
EHC:] All Directories
&5 cz

EG SharePaint

- J:All Entities

E-}'C:] All Groups

ﬁ crypizone

&5 GC Focus Group
f[’ http:/fintranet
i & KPMG

E}'C:] All Secured Groups
B3] All Users

=
[=%
[=%

OOoooooooooo

F B
&5 Choose Members @m

~ Please select the users and groups that the user is allowed to secure files for. The user will not
! be able to choose any members that are outside the groups and users that are selected.

|<S13rt typing here to find entities > | T | E]

Mame Indude subentities
\ﬂAII Users ;
| EI'.;,'J All Directories

BH& CZ

FH 7] Cryptzone-Group
BEG SharePoint

ﬁ‘[’ http:/fintranet
N EJ-{ﬂ All Secured Groups
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Figure 10

Advanced directory management

For organizations with a large and complex user base, it is important to be able to set up

smart rules. The SEP Management Console Tag Builder provides the capability to add

tags to groups in Active Directory and SharePoint
position in AD and SharePoint, type of the group, name of the group or a combination of

several influencing factors.
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The following is an example of the ability to identify business units within AD using the
tagging system. When the administrator is building access rules, the administrator can set
rules based on the business unit tag.

Figure 11

IT managers can tag
groups to make it easier
to manage access rules.

When a document is secured, it will be assigned a unique ID called the Global Object ID.

The EPM Stealth Key itself is not part of the secured content. The secured content is

merely referencing the documen tdihgthe®&PN StemlthK&bj ect |
and stored centrally. The benefit of EPM is that whenever secured content is copied, the

Global Object ID will reference the same EPM Stealth Key and if the EPM Stealth Key is

changed in a document, it will be effective for all the copies of the document that are

referencing the same key.

Example: John secured a document and adds the groups Marketing and HR, and the

user Jack to the access list. John emails the secured document to Jack. John then

removes the group HR from the acces s list. Both the original document John has and the
copy Jack has will have the group HR removed from the access list.

Encryption technology at a glance

The solution uses FIPS The encryption of documents, files, folders, databases and clien t profiles are all done with

certified AES 256 an AES 256 encryption algorithm. The library used is Crypto++ version 5.3.0 which is a FIPS

enc ryption algorithm. 140-2 validated library. M ore information can be found at
http://csrc.nist.gov/groups/STM/cmvp/documents/140 -1/140val -all.htm under the

company name Wei Dai, certification 819
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