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Introduction

What is Outbound Content Compliance? Outbound Content Compliance (also outbound

content security or OCC ) is a new segment of the  computer security field, which aims to
detect and prevent outbound content that violates the security policy of the organization
and/or government regulations. OCC deals with internal threats, eith er malicious or accidental,
as opposed to more traditional security solutions ( firewall , anti -virus, anti -spam etc.) that are
dealing with external  attacks . Therefore, it is sometimes called inside -out security. OCC solutions
are designed to prevent and detect the accidental sending of sensitive and confidential
information outside the organization while at the same time educating  information workers on
the organi zati on fsd imestyuandl dr regulptany conpliareesrequirements.

Why is Outbound Content Compliance an issue?

Email communication is the number one method of communication between individuals

either for personal or busine ss reasons. People use email to communicate trivial thoughts and
plans, as well as sensitive and confidential information that needs to be protected. The issue at

hand is the ability of information workers and other email users to determine what is sensit ive
and confidential and how to protect the information.

In the past 15 years, | T has been focused on security concerns outside the Enterprise network

and attacks that try to penetrate the network. Bi llions of dollars have been spent  building
defenses to protect against those attacks. The issue here is that information workers inside the
network are sending critical and sensitive information through the open communication
channels over the Internet to partners, customers, and sto  ckholders , without regard for the
need to protect the information. Over the past 5 years or more, federal, state and provincial

laws and industry regulations have been put in place to control and protect the use and
movement of sensitive data. Companies are mandated to encrypt inf ormation by law and
the p enalties are punitive. The overall cost  of non -compliance is significant because the liability
is more than the financial penalty. The greatest impact is the overall value of the corporation in

the stock market and/or impact to rev enues.

Examples of sensitive information are: corporate financial records, c orporate intellectual
property, i nterna | manufacturing cost analysis, human resources records, ¢ ustomer accoun t
information, patient records, and s trategic marketing plans.

These sorts of records and documents are entrusted to val ued people. The CFO is emailing the
corporate financials to the outside accounting firm for the quarterly close of the books; the

Director of Production sends the signed contract for a new technology being manufactured in
China; and the sales manager sends a customer database and the oagreed to 6 marketing
plan to an outside marketing company for the first campaign. Some data breaches are
accidents waiting to happen , while others are malicious attempts  to deceive the company.

Compliance with laws and regulations

HIPAA HITECH Act Many organizations now fall under the oversight of government and industry regulations

GLBA, BASEL II, SOX, that mandate control over private information, including HIPAA in healthcare, GLBA and

California SB 1386, EU BASEL Il in finance, Payment Card Industry (PCl) DSS standards, Sarbanes -Oxley for financial

Data Protection and general business activities and Red Flag Rules for finance and consumer prote ction.

Directive, Additionally more than 42 states in the United States have passed data privacy or breach
notification laws that require organizations to notify consumers and businesses when their
sensitive information may have been exposed. One high -profile example is California SB

1386. The EU Data Protection Directive was first introduced in 1995 and has since been
updated and implemented by all member countries.

As recently as September 24, 2009, the United States announced the HIPAA HITECH Act

that provides a "safe harbor" for Protected Health Information. The safe harbor is created

through the use of encryption technology to achieve the goal of protecting sensitive and

confidential information. The significance of the new law is based upon the United States

Government ds desire to mandate a conversion of patient
format. This is expected to provide significant cost savings in the management of health
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records and the US Government is paying for the cost of conversion. The issue is that
providing information workers with access to electronic records delivers sensitive
information to people who should not have access to it. The new law specifically states that

ePHI (electronic Protected Health Information) must be either encrypted or destroyed.
There are no other options. The first violation would be a $10,000 penalty for each
occurrence and a maximum of $250,000 per year and can increase to $50,000 with a max

of $1,500,000 per year.

EU Data Protection The EU Data Protect ion Directive (Directive 95/46/EC) has been implemented by all

Directive member states and the purpose is that OEveryone has t|
family 1ife, his home and his correspondence. é This

involving pe rsonal data including collection and storage of the data. The directive requires
organizations to handle all personal data in a manner that is secure and appropriate. More
information can be found on the following location:
http://ec.europa.eu/justice _home/fsj/privacy/index_en.htm

The Gramm -Leach -Bliley Act (GLBA) has already had an impact on financial services

institutions. Federal agencies are grappling with the Federal Information Security
Management Act. Publicly listed companies are looking at what role information security
will play in assuring their internal controls, as required by the Sarbanes -Oxley Act Section

404. Companies that do business in Califo  rnia are sorting out SB 1386, which requires them

to have processes in place to notify customers whose personal information has been

compromised. Yet no other industry has done as much to comply with such regulations, or

been as open about their compliance efforts, as the healthcare industr
complying with HIPAA HITECH, California or New York State Privacy Law and Sarbanes
Oxley because the impact to their businesses could be traumatic.

The Health Insurance The Health Insurance Portability and Accountability Act of 1996 was passed by United
Portabilty and States Congress to improve the efficiency and effectiveness of the health care system, and
Accountabiity  Act reduce the incidence of fraud. There are three components of the basic secu rity rule
confidentiality, integrity and availability of electronic protected health information. The
focus of this policy is to increase the secure automation of patient records and electronic
health care information transfers. With the advent of automa ted health systems there is an
increasing number of transfers of information between users, which poses more security
and privacy risks @ risks that have never existed before. In recognition of this, the drafters of
this legislation included provisions for  the regulation of information privacy and information
systems security. Addi tionally, 0Access Control 6 prov
access and perform functions using information systems, applications, programs and files.

www.cryptzone.com 4


http://ec.europa.eu/justice_home/fsj/privacy/index_en.htm
http://www.csoonline.com/glossary/term_popup.cfm?ID=1259
http://www.csoonline.com/glossary/term_popup.cfm?ID=986
http://www.csoonline.com/glossary/term_popup.cfm?ID=986
http://www.csoonline.com/glossary/term_popup.cfm?ID=2103

Figure 1

The Send secured
button 8 When
Secured eMail is
installed the user will
get a new button,
Send secured, that
enables the user to
send secured
emails.

The shared secret
can be provided to
the application in
two ways; manually
by the user , or
automatically with
the use of an
Enterprise Server.
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Secured eMall

Email is commonly used to transmit sensitive or confidential information - including operational

data, trade secrets, and | egal document s. Secured eMa
that provides powerful end  -to-end, easy to use email encryption. T hanks to the Secured eMail

Reader, recipients of secured emails do not need to purchase a license in order to read the

email or reply securely.

Sending secured emails - user perspective

From a user perspective, sending a secured email is done

by simply clicki ng ean d6 S e c ur e @htégratediviithino n =

Microsoft Outlook or Lotus Notes. When a  user clicks the :Send SEGUT‘Ed
6Send Secur dhe @mab will beoome encrypted,
wrapped and sent. Wrapping of an email refers to

Cryptzoneds concept of delivering secure messages whe
the actual secured content is delivered as an attachment in an ordinary MIME email . This is also
referred to as owrap -mail6. The oOowmaap oé i s a communication tool used

educate the recipient of the encrypted information as to what they need to do to be able to
read the secured email.  The enterprise solution provid es the ability to customize the wrap  -mail
for special requirements.

The optional Secured eControl application  delivers Data Leak Prevention (DLP) beyond
encryption. Deployed on the client , you can control the flow of information to any degree you
wish. Ready -made policies for federal as well as state laws such as HIPAA, SOX, GLBA etc,

make it easy for customers worldwide to deploy a solution for content encryption. When

Secured eControl is installed and integrated with the Secured eMail application , Ssecurity

policies can be applied to enforce securing an email
in his mail client , so you donét have to rely on thefWhepressing

Secured eControl policies are highly customizable to control the outcome of a n email
communication.  For example, security policies can be configured to react to recipient email
addresses, or to the very content of the email itself providing automatic enc  ryption of an email
that has sensitive information within the body, subject line and/or attachments , such as social
security numbers |, credit card information and other items of sensitive information.

Establishment of a secured channel 0 identification of the
receiver

A 0 scured channel §is a term that represents a secured tunnel of communication between a
sender and recipient. Th e channel is created with the use of a shared secret and the
relationship of the identity of the sender and the receiver . The identities used are the email
address of the sender and the email address of the receiver. The shared secret is an
authentication tool to verify that only the correct receiver can read the secured email, and is
established by the sender to create a secured channel between two parties

The shared secret can be provided in two ways; manually by the user , or automatically with
the use of an Enterprise Server . In the first example , the user is prompted to  create a custom
shared secret. The bit-strength of the shared secret  created by the user can be controlled with
the use of password policies. These policies control the number of characters in the secret, as
well as the kind of characters that should be used. In the second scenario, the client will
retrieve the shared secret from the Enterprise Server. If the  Enterprise Server cannot deliver a
stored shared se cret, the user will be prompted to  create the secret himself .

Once the secured channel has been established, the client application maintains the trusted
relationship . This means that once a secured channel has been established, there will be no
need to define a shared secret again. The next email will be sent securely through the channel,

with automatic authentication, without needing a password o forever.

During the process of sending a secured email, the sender has the option to provide a custom
unen crypted message that g  ets embedded with the wrap ~ -mail. The unencrypted message is
a valuable option for communicating per -message information in a plain form, readable by
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the recipient.

Once an email has been created and sent to an external recipient, the sender is responsible
for exchanging the shared secret with the receiver. The exchange of the shared secret need

only be done once and will only be verified once by the receiver. When the verification is

done, the sender and the receiver can continue to send secured emails to each other forever
without being asked for any new, shared secrets. It is possible to set up a policy so the receiver

will have to verify again every month if required.

Methods of The shared secret can be a combination of information that is known by both parties. For

communicating the example, a shared secret may be a customer number, the last six digits of their social security

shared secret number, initials plus last four digit s of the social security number - anything that the recipient

include fax - would know without forgetting. There is a multitude of agreed -upon shared secrets that

printouts, email - provide a high level of security and can be easily remembered by the sender and recipient.

drafts or verbally. Methods of commu nicating the shared secret include fax ~ -printouts, email -drafts or verbally. As
for inbound communication, the server will handle all key -exchanges. If the sender forgets the
shared secret or needs to view it again, it is possible to view it in the Secured eMail Settings.

Itis our belief that sending a secured emailisanend -pointto end -point process, which can be
done without the use and cost of a gateway. The Secured eMail and Secured eControl
applications can be used online, or in an offline environm ent when they behave as if they are
still connected to the Internet. When a user sends an email when offline, the user will see the
secured email 0 b e c o mrerypted 6 and end up in his outbox at the time of sending the
email . When the user connects to the Internet, the email will be automatically sent from the
ooutbox6 and moved to the sent folder.

One key differentiator of the Secured eMail application is that the recipient can access the
secured content from any email ser  vice. Secured eMail 6 secured content is sent using the
MIME layer as an attachment to the wrap -mail, which allows the user to access their emails
from anywhere, including  public mail -services such as Gmail , Hotmail etc.

Required components when sendings  ecured emails are Outlook or Lotus Notes  in conjunction
with the Secured eMail Client, which is a Windows application.

Receiving a secured e mail 8 user perspective

The recipient of a n encrypted email will first see the delivery of the wrap -mail, which is a
notification to the recipient that they have received an encrypted email and special
instructions on how to read it. In the  content of the wrap -mail, the user is given the option to
download either the Full Reader application or the Reader Lit e, which will be required to  open
the secured email. The user must have administrative rights for their computer in order to install

the Full Reader application.

For wusers that dondt havReaderHimiapplicaidnisa perfects olutop.ht s, t he
Notethat J AVA i s required on the recipientfés computer.

For Outlook and Lotus Notes  environments , the user will simply double click the email to open it.

The preview pane will display the content of the wrap -mail. When using other mail -clients in
conjunction with the Secured eMail client , users simply need to open the attachment to the
wrap -mail to see the secured content. The email will then be displayed as created by the
sender within the local -machine web -browser.

www.cryptzone.com 6



Figure 2

Cryptzone sta ndard
wrap -mail dthe
Cryptzone Enterprise
solution is delivered
with several well
tested templates for
wrap -mails
(instructions for the
receiver). The
example shows
different instructions
for internal and
external receivers.
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- (This is a secured email)

CzuserD0L [cryptzonevista@daniel-one.com]
an 200810714 1810
Diariied hiksson

= Message | @, b431207 344 0c2e50. sema 4 KE)

crypfzene

€

¥ou have just received a secured email. Please follow the below instructions in order to open your email.

Cryptzone Employeas

Double click the secured amail and it will open autormatically. If you have a problem opening a secured email, please call

helpdask.

Cryptzone Associates
You will need one of the two readers avalable to open the secured email.

1. (Recommended). This version will require administrator rights to install.
htp:/fwwew.cryptzone.comydi_readerl.asp

2, Vi@ this link if vou de net have admiristratar rights an Eha PC, ALt waww Cry pLIen® .00

Flease contact your helpdesk if you need further assistance installing the reader
For more mformation about Secured Email Reader, please click herae: http://

ryptzone.

com/reader

msrgadar/downlcad. asp

Figure 2

Once the Reader software is installed, and the user wants to open a secured email, the
content has to be decrypted with the key used at the time of encryption. The instructions
the wrap -mail provide a way to communicate the me thod to retrieve the shared secret used.

Our customers have chosen numerous other ways to communicate to the
encrypted email, such as profile -driven forums or by fax , postal mail

within

recipient of an
or verbally . In most

enterprise installations the key is retrieved automatically and seamlessly from the Enterprise

server.

Once a secured channel has been established, the client software maintains the secured
channel and it will never need to be recreated in the future. The next time an email is received

from the sender, the encrypted email is automatically opened without needing to reverify the
shared secret or password. The client software, if used in conjunction with Outlook or Lotus

Notes, allows the recipient to reply securely to the sender without needing a software license.

Thereci pi ent simply clicks oreplybd

and then

cl

Required components when opening a secured email are a ny mail -client together with the

Secured eMail Client or Reader Lite (Java web -start application thatin turn requires Java 1.4 ).

Centra lly managed templates & education is the key

Educating users about the importance of new security applications and

the recipient. The success of any email encryption solution is dependent on training senders

i cks

how to use them can
be a problem. When deploying Secured eMall, it is necessary to train the sender to educate

and receivers in a way that makes it easy to exchange secured emails. Secured eMail supports

this with a template desi gnmadedl eimpd tart et iionncsl ufdeer
send to the receiver 4 instructions on how to open the secure email as well as templates for the

shared secret communication. The template designer allows the administrator to edit and

manage templates centrally. Editing includes text and pictures as well as auto

Templ ates can be created and deployed for

specific individual users.

The Secured eMail Enterprise solution includes pre  -defined best practice templates that can be

used and modified to fitthe cu  rrent implementation and the need of the organization.

matic texts.

arge

0Sen

otr hee

grou
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|8 sEP Template Designer oy [=[]

Templates ~ ® | Cryptzone Default iX

Figure 3

SEP Template Designer o
With the template
designer it is possible for
the administrator to
customize messages to
educate users.

+} 5] eUSB Deployment

Mall Signature
Shared Secret Draft

Welcome Mal

Copy of Default Welcome Mail

Defaul Welcome Mail

Default ielcome Mail (German)

Default Welcome Mail (Morwegian, Bokmd)
Default Welcome Mail (Swedish)

=iz wrapmail

Alternative Wrapmail 1

Alternative YWrapmail 1 (German)
Alternative Wrapmail 1 (Norwedgian, Bokmé)
Alternative Wrapmail 1 (Swedish)
Alternative Wrapmal 2

Alternative Wrapmail 2 {German)
Alkernative Wrapmai 2 {Nonwegian, BokmEl)
Alternative Wrapmail 2 (Swedish)

Copy of Default Wirapmall (Swedish)
Cryptzone Default

Difault wrapmal

Default Wrapmail (German)

Default Wrapmail (Morwegian, Bakm&l)
Default Wrapmal (Swedish)

&) wrapmail

b 5 | Subject [isubiect] eThis is 5 smcured emal)

YB3 O m|— =B 1 U|E

Copy of alkernative Wrapmal 2 {Norwegian, B...

You have just received a secured email. Please follow the below instructions in order to open
your email.

Cryptzone Employees

El

Double click the secured email and it will open automatically. If you have a problem opening a secured

email, please call helpdesk.

Cryptzone Customers/Partners
You will need one of the two readers available to open the secured email.

1. (Recommended). This version will require administrator rights to install.

http://www.cryptzone.com/dl_readerl.asp
2. Use this link if you do not have administrator rights on the PC.
http://www.cryptzone.com/reader/download.asp

Please contact your helpdesk if you need further assistance installing the reader.
For more information about Secured Email Reader, please click here:
http://wvrw.cryptzone.com/reader.

4]

e s

Doubls click items to insert
Company

Email Sender

License owner

Product

Signature

Subject

Unenciypted Message
= Version

Figure 3

Endpoint to endpoint security

The Secured eMail solution creates a secure tunnel for emails from the sending computer to
the receiving computer. Wherever and however emails are sent between the two parties, the

email will be stored encrypted and secured. The email will be stored secure

mai | server

and emai l client, as wel

d

a

t the
as the

email will also be stored secured in email archiving systems used by the sender and the

receiver. There is also an option to store unencryp

archival system.

ted copies of the emaiil for distribution to the

For a higher level of security it is possible for the administrator to activate a local security feature
where the end user will be required to authenticate to the Secured eMail system to
open and send secured emails. The local security feature includes a user password that is
unigue and can only be used to authenticate to the Secured eMail system. The concept of the

local security feature is to create an extra authentication tha

authentication used in the organization.

Enabling secured emails to be indexed and archived

be able to

t is separate from the standard

If there is a requirement to archive all emails and index the content, the Secured eMail solution
supports this. Included is a fea ture that will automatically store an unsecured version of a
secured email that has been sent and received. The unsecured version of the email can then

sender 0:

automatically be picked  -up by the archiving system.

Security perspective 9 SKG- strongest link in enc ryption

Secured eMail is based on pure end -point to end -point encryption concepts and uses System
SKG for generating and handling keys. The key used to uphold a secured channel for email
communication is discarded and no longe r exists on the client side co mputer once an email
has been sent or opened. Only a hashed version of the key exists locally on the client and
centrally on the SEP (Simple Encryption Platform) Enterprise server, and Secured eMail will use
this channel key when sending or opening an emai I nexttime .

Www.cryptzone.com 8



The solution uses FIPS
certified AES 256
encryption algorithm.

Figure 4

Cryptzone content
encryption concept
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Encryption technology at a glance

Secured emails are encrypted using AES 256 PHM (padded hashed message). The library used
is Crypto++, which is a FIPS 140-2 validated library. More information can be found at
http://csrc.nist.gov/cryptval/140 ~ -1/1401val2005.htm  under the company name Wei Dai,
ce rtification 562. Any keys provided are, prior to encryption, brute force -protected using SHA2.
Since Secured eMail uses pure symmetric encryption concepts, ther e is no need for PKI
management, certificate enrollment , maintenance , and disaster-recovery etc. An email can
be sent securely to anyone, at any given time.

The Secured eMail client protects all locally stored profile data in a secured database using
AES256 and a policy defined protection method.

The communication between the SEP (Simple Encrypti ~ on Platform) client and the SEP server
is secured through an SSL tunnel encrypted with 128 bit AES.

Content Layer Cm\e(

v

SEP - Rule Layer G

Protection Method

SEP - Data Layer Key

4

9 Randomized 256 bit key

SEP1 Interface Layer \%ﬁ‘“ﬂ\d @)
SHA2 Hashing SHA2 Hashing
(Bruteforce  (»{  AES256PHM (Bruteforce |- AES256PHM
Protection) Protection)

Secured Data L‘ L—l

Keyslot . y
Secured Content Layer Key GUID, non- Cipher of Randornizes
sensitive attibutes 256 bit Key Cipher of Content

Figure 4

The encrypton procedure is illustrated in the o0Cryptzone
diagram. To better understand the concept map, note that there are actually two keys

involved, one normal encryption key and one fully randomized 256 -bit key. The randomizer

uses a seed constructed from several factors including, but not limited to, processor tick
count, user input and hashing and other hardware factors. With each new key the seed
pool gets scrambled.
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Figure 5

Secured Group
Properties dltis
possible to change
a shared secret for
agroup and also to
ask the system to
generate unique
seed sfor each
individual user in a
secured group.

www.cryptzone.com

The process starts with a client getting instructions to encrypt a plaintext file.

1

2.

An encryption key is generated or entered by a user,

cryptzene

as a shared secret.

The key is SHA2 hashed to provide brute force attack protection and to pad the key

for AES that requires even key blocks to work.

The file gets encrypted with AES using the 256 Bit random key as the encryption key;

this is the cipher content in the graph.

The random key is in turn AES encrypted using the hashed user key/shared secret and
placed inthe key slot.

Temporary files are wiped from disk and memory to remove the possibility of indirect

information leaks.

The EnterpriseSer ver
main task is to manage the company entities related to the Secured eMail implementation,
such as member -structures, secrets and policies. Furthermore

oservices forhelpdesk appl i cati onsoé

S

managed

wi t h

such

t he

us e

of

a

the Management Console

asployment ttoolgraaios wo r d s

With the use of the server, all client behavior can be centrally managed by a rich policy

system. The policy system provides a way to apply rules regarding a specific user action to users
or the user -group they belong to. This provides the tools necessary

secure messaging in a controllable way.

While managing members, it is possible to create something referred to as Secured Groups.

Secured Group defines connections between members, where any user within the same

Secured Gro up shares a given secret. The secret is defined when creating the Secured Group,

and can be changed at any given time.

When a user sends a secured email to a new contact in a Secured Group, the Secured eMail
client will perform a server -request to retriev e a secret to use with that contact. The server will

resolve the client -request and provide the secret with the help of
The user will never see this secret in plain text, and it is only visible to the administrator at the
company . The actual seed provided to the client is not stored at the client machines, but

establish

ma i

nl

y used

t o

a

secured

generation factors. Using the shared secret of a Secured Group it is possible to ac

email that has been sent or received within the group.

* Secured group properties @

5 General I T4 Type @ Shared secret l

Current shared

Current shared secret

E7Nwb L€ W S=AF BRvCES_HrdZ%e/D0BAZHE | [

Generate unique seeds from secret

To be able to change the shared secret for the selected secured group,
pleaze enter ahd confirm the new secret.

0K

] [ Cancel

Apply

power f ul

hosts
and

for an administrator to apply

predefined S ecured Groups.

channel kewi t h t

cess any
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Figure 6

Add usersdltis
possible to add a
wildcard for a
specific group. In
the example a
wildcard is added
that will enable end
users to send
encrypted emails  to
anyone with the
addresses
@kpmg.com and
@kpmg.se with a
predefined shared
secret.

www.cryptzone.com
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Any member -type of an Enterprise Server can have membership of a Secured Group, including those
manually created. It is however required that the receiving end has connectivity to the Enterprise

Server during the decryption phase  to be able to automatically retrieve the secret . This means that

while external contacts can be part of a Secured Group they will not be able to open the email unless

this requirement is fulfilled. For external communication, the system relies on user to user

communica tion of the shared secret, and on shared secrets being  created by the users themselves

rather than managed with the help of Secured groups.

The per-sender relationship -based shared secret design enables Secured Groups to be used
together with external rec  ipients, since exposing the shared secret used in a secured channel

bet ween a sender and an external reci pient doesndt er

channels created by other users in the same secured group. This in turn makes Secured eMail
ideal for B2C mail flows.

The wrap -mail that gets sent to a recipient is a central policy and the IT administrator can
design several different wrap -mail templates and deploy them across the enterprise. The
secured email can then carry information about the co mpanyds policy
information, as well as instructions on how to access the secured content.

When defining Secured Group members, it is possible to create wildcard members. Each
wildcard represent a potential recipient within a specific namespa ce boundary. A wildcard is
typically defined as having an email address
hot mai l 6. This means the Secured Group willdl
wildcard as members of that group.

@ Financial advisors Properties =101
&3 General I % Secret &b External |

Extemal Users
Fal It iz pozsible to add external users to a secured group using their

email addrezses. Enter one email address per line. Wildcards are

dllowed [e.0.: “(Reryptzone. com)
“@kpmg. com ;I
“@kpmg.se

E

Ok I Cancel | Apply |

Figure 6

for s ec

such as
aut omat
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Figure 7

SEP Management
Console dHere the IT
Administrator can
manage users, groups,
licenses, policies, security
roles and secured
groups.

Each object represents a
piece of informatio nand
together they build and
uphold the core values

of SEP.

Www.cryptzone.com

crypfzene

SEP Enterprise Management

The SEP (Simple Encryption Platform) Management Console has been designed to fulfill the
requirements of large enterprises with over 100,000 users. Focus has been on enhancing the
member and policy systems, as wellas a  high -end security role system. The SEP system has
MSI deployment features, as well as a template design system.

@ SEP Management Console {Administrator) =1

Session  Jools  Help

—E [ Full Selection Mode T Report ¢~ QuickFilter: I Search: Enber search string., - "J‘Q + | [ Reset
Configuration Ll 5 s Users ]/' Devices I -
. =0y Al members |First Wame  |LastWame  |Usemame | License Last Client 5... | Location [«]

é— Administration i ﬂ () created Elsa Anderson clsa.anderson - - Dema Compa...

() Imported £ Louis Siderstrim louis.séderstr... - - Dema Compa...
'
@ Enterprise Manag... & < cryptzone Demo £ cun Bergstrim qun.bergstrém - - Dema Compa. .
EHER ryptzone € Tomy Kelly tommy.kelly - - Dema Compa... |
Central management area 7] cryptzone € David anthony  Butler david.anthon... - - Dema Compa. ..
for managing members of :
the SEP database. ] @pr&mo Company | Andreas Pettersson andreas.pett... - - Dema Compa. ..
ﬂﬁ Dema Companyt A8 |4 yicrar alf Mansson wictor.alf md... - - Dema Compa...
il [lenzge e € ann Darielsson ann.danielsson - o Demo Compa. ..
# #| Sweden EtnestLennart  Hermansson  ermest.lennar... - - Demo Compa. ..
LA LA % Alice Stephanie  Karlsson slice. stephari... - a Demo Compa...
+ % Policies #(] Registered € Mikael Bengtsson mikael,bengts, ., - - Dema Compa. .
£ Charles Jansson charles.jansson - = Demo Compa...
& Michells Robinsan michelle.robin... - - Demo Compa. ..
Secured groups a - -
j'H—‘@ Secured groups - ﬂ Monika Ingeq... Melson monika.ingeq... - - Dema Compa...
% Sofie Denise Carter sofie.denise.... - - Demo Compa...
i+ @ cryptzone
i ﬂ@ VPG communication Magnus Iohnson magnus john... - - Dema Compa. ..
L Share Customer 1 Ashley Bstram ashley dstrém - - Dema Compa...
@ & Louis Cook louis. cogk. a a Demo Compa. ..
5 7 cryptzone
O ﬂ@ Shars Customer 2 € Lawrence Clark lawrence.clark - - Demo Compa. ..
= M @ Share Engineering £ Sonia Sandstriim sonja.sandstr... - = Demo Compa...
g 4@ share R 1 sofie ek sofie. ek - - Demo Compa. ..
« o -
o ﬂ@ Share KPMG Brenda Matida  Sandberg brenda.matid... Dema Compa...
g M @ Share Legdl f Jean Lundstrém jean.lundstrém - - Demo Compa...
= ﬂ@ Share Managers € Allan Perez allan,perez - - Demo Compa...
& ﬂ a Share Praject Graup | ﬂ Fobert Mitchell robertmitchell - - Dema Compa... ﬂ
w

13 itemn(s) selected

distart| | @ @ | @ Protectoiveva.. | & Remote recave. . | & controiGuard .. | &7 Endpoint Access... |[€ SEP Managem... | m| ‘ﬂﬁbc’ 2@ 1255

Figure 7

The Enterprise Server centrally manages and enforces security policies for all Cryptzone
products. It has the ability to create custom environments, specific settings and
permissions for different groups as well as speci  fic users, and then to deploy this across the
entire network. This managed system allows users to log in to an environment that is
appropriate to their needs and consistent from one client to the next.

The Global Object Synch ronization is a very important building block in the Simple
Encryption Platform and the concept relates to how the data objects and information
within the SEP are distributed between the components and users.

An object can be anything from a security policy, a template, a specific privilege definition,

a key object, a password, a licensing descriptor, a log file, or a shared secret. Each object

repre sents a piece of information and together they build and uphold the core values of

SEP. All objects carry a unique Global Object ID and valid references to tell where they
originate . Every user is centrally associated with several global objects and as so on as a
user connects with an SEP client, a built  -in synchronization mechanism performs two  -way
synchronization to give the user access to newly created objects or modify existing ones.

This is the quick overview but there are additional layers to the conc ept.

Another example would be if a user encrypts a document, thereby giving it a new Global

Object, additional objects such as keys and security attributes might be created and
associated with it. The secured document references these objects by ID, and accessi ng
components will use this information to give the end user a potential access point. All the
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The SEP Server evaluates,

based upon privileges,
who should have each
object, and makes sure it
gets distributed
accordingly across the
network.

Figure 8

Security Roles 8 The
picture shows the
Security Roles feature
where it is possible to
create different security
roles for users in the SEP
Management Console.

www.cryptzone.com

cryptzene

user needs to do is attempt to access the document, and they will cryptographically gain

access to it if the chain of objects referenced allows for it, and if th

e key object is available.

Global Objects are generally created and handled within the SEP. This means the

synchroni zati on

and they are treated in the same way according to a pre

processes

n the system dondt
-set rulebook. The SEP Server

evaluates who should have each object, based upon privileges, and makes sure it g ets

distributed accordingly across the network. This process is transparent to

end -users and

provides IT management with confidence that there is a strong audit trail and documented

history of user actions and events.

Another value of Global Object Synchr

onization is that regardless of how many policies,

templates and encryption keys an end user has, the system can easily synchronize this data
to any machine connected to the SEP server. A user can even have several machines with

the software installed and
profile.

use the software at all machines that share the same central

The platform allows for permissions to be defined for individuals and groups, enabling a

flexible, multi Ziered administration system with effective
responsibilities through dedicated user

delegation of access rights and

Zoles. The system comes with three predefined roles:

Master Administrator, Administrator and Help Desk. These roles fit most organizations but

can easily be modified for a better fit.

Figure 8

di ffere
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