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Infroduction

What is Outbound Content Compliance? Outbound Content Compliance (also outbound
content security or OCC) is a new segment of the computer security field, which aims to
detect outbound content that violates the security policy of the organization and/or
government regulations and prevent it leaving the organization. OCC deals with internal
threats, either malicious or accidental, as opposed to more fraditional security solutions
(firewall, anti-virus, anti-spam etc.) that deal with extemnal attacks. Therefore, it is sometimes
called inside-out security. OCC solutions are designed to detect and prevent the accidental
sending of sensitive and confidential information outside the organization while at the same
time educating information workers on the organization’s security policies and industry and/or
regulatory compliance requirements.

Why is Outbound Content Compliance an issue?¢

Email communication is the number one method of communication between individuals
either for personal or business reasons. People use email to communicate trivial thoughts and
plans, as well as sensitive and confidential information that demands protection. The issue is
the ability of information workers and other email users to determine what is sensitive and
confidential and how to protect the information.

In the past 15 years, IT has been focused on security concems outside the Enterprise network
and attacks that try to penetfrate the network. Bilions of dollars have been spent building
defenses to protect against those aftacks. However, information workers inside the network
are sending crifical and sensitive information through the open communication channels over
the Internet to partners, customers, and stockholders, without regard for the need to protect
the information. Over the past 5 years or more, federal, state and provincial laws and industry
regulations have been put in place to control and protect the use and movement of sensitive
data. Companies are mandated by law to encrypt information and the penalties for non-
compliance are punitive. The overall cost of non-compliance is significant because the liability
is more than the financial penalty. The greatest impact is fo the overall value of the corporation
in the stock market and/orimpact to revenues.

Examples of sensitive information are: corporate financial records, corporate intellectual
property, infernal manufacturing cost analysis, human resources records, customer account
information, patient records, and strategic marketing plans.

These sorts of records and documents are entrusted to valued people. The CFO is emailing the
corporate financials to the external accounting firm for the quarterly close of the books; the
Director of Production sends the signed contract for a new technology being manufactured in
China; and the sales manager sends a customer database and the "agreed to” marketing
plan to an outside marketing company for the first campaign. Some data breaches are
accidents waiting to happen, while others are malicious attempts to deceive the company.

Compliance with laws and regulations

HIPAA HITECH Act, Many organizations now fall under the oversight of government and industry regulations
GLBA, BASEL Il, SOX, that mandate control over private information, including HIPAA in healthcare, GLBA and
California SB 1386, EU BASEL Il in finance, Payment Card Industry (PCI) DSS standards, Sarbanes-Oxley for financial
Data Protection and general business activities and Red Flag Rules for finance and consumer protection.
Directive. Additionally more than 42 states in the United States have passed data privacy or breach

notification laws that require organizations to notify consumers and businesses when their
sensitive information may have been exposed. One high-profile example is California SB
1386. The EU Data Protection Directive was first infroduced in 1995 and has since been
updated and implemented by allmember countries.

As recently as September 24, 2009, the United States announced the HIPAA HITECH Act
that provides a "safe harbor" for Protected Health Information. The safe harbor is created
through the use of encryption technology to achieve the goal of protecting sensitive and
confidential information. The significance of the new law is based upon the United States
Government's desire fo mandate a conversion of patient records from paper to electronic
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format. This is expected to provide significant cost savings in the management of health
records and the US Government is paying for the cost of conversion. The issue is that
providing information workers with access to electronic records delivers sensitive
information to people who should not have access to it. The new law specifically states that
ePHI (electronic Protected Health Information) must be either encrypted or destroyed.
There are no other options. The first violation would be a $10,000 penalty for each
occurrence and a maximum of $250,000 per year and can increase to $50,000 with a max
of $1,500,000 per year.

EU Data Protection The EU Data Protection Directive (Directive 95/46/EC) has been implemented by all

Directive member states and the purpose is that “Everyone has the right to respect for his private and
family life, his home and his comrespondence.” This regulation applies to any operation
involving personal data including collection and storage of the data. The directive requires
organizations to handle all personal data in a manner that is secure and appropriate.
Additional information can be found on the following location:
http://ec.europa.eu/justice home/fsj/privacy/index en.htm

The Gramm-Leach-Blley Act (GLBA) has already had an impact on financial services
institutions. Federal agencies are grappling with the Federal Information Security
Management Act. Publicly listed companies are looking at what role information security
will play in assuring their interal controls, as required by the Sarbanes-Oxley Act Section
404. Companies that do business in California are sorting out SB 1386, which requires them
to have processes in place fo notify customers whose personal information has been
compromised. Yet no other industry has done as much to comply with such regulations, or
been as open about their compliance efforts, as the healthcare industry. Most CIO’s are
complying with HIPAA HITECH, California or New York State Privacy Law and Sarbanes-
Oxley because the impact to their businesses could be tfraumatic.

The Health Insurance The Health Insurance Portability and Accountability Act of 1996 was passed by United
Portabiity and States Congress to improve the efficiency and effectiveness of the health care system, and
Accountabilty Act reduce the incidence of fraud. There are three components of the basic security rule -

confidentiality, integrity and availability of electronic protected health information. The
focus of this policy is to increase the secure automation of patient records and electronic
health care information transfers. With the advent of automated health systems there is an
increasing number of fransfers of information between users, which poses more security
and privacy risks — risks that have never existed before. In recognition of this, the drafters of
this legislation included provisions for the regulation of information privacy and information
systems security. Additionally, “Access Control” provides users with rights and privileges to
access and perform functions using information systems, applications, programs and files.
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Secured eMail

Email is commonly used to fransmit sensitive or confidential information - including operational
datq, frade secrets, and legal documents. Secured eMail is Cryptzone's email security software
that provides powerful end-to-end, easy to use email encryption. Thanks to the Secured eMail
Reader, recipients of secured emails do not need to purchase a license in order to read the
email or reply securely.

Figure 1 Sending secured emails - user perspective

The Send secured From a user perspective, sending a secured email is done

button — When by simply clicking a ‘Send Secured’ button that is infegrated =

Secured eMail is within Microsoft Outlook or Lotus Notes. When the user clicks - Send SEGUT‘Ed
installed the user wil the ‘Send Secured’ button the email wil become

getanew button, encrypted, wrapped and sent. Wrapping of an email refers

Send secured, that to Cryptzone's concept of delivering secure messages

enables the user fo where the actual secured content is delivered as an attachment in an ordinary MIME emaiil.
Seﬂd.secu@d This is also referred to as “wrap-mail”. The “wrap-mail” is a communication tool used by the
emais. sender fo educate the recipient of the encrypted information as to what they need to do to

be able to read the secured email. The enterprise solution provides the ability to customize the
wrap-mail for special requirements.

The optional Secured eControl application delivers Data Leak Prevention (DLP) beyond
encryption. Deployed on the client, you can control the flow of information to any degree you
wish. Ready-made policies for federal as well as state laws such as HIPAA, SOX, and GLBA,
make it easy for customers worldwide to deploy a solution for content encryption. When
Secured eControl is installed and integrated with the Secured eMail application, security
policies can be applied to enforce securing an email whenever a user clicks the ‘send’ button
in his mail client, so you don't have to rely on them pressing the Send Secured button. The
Secured eControl policies are highly customizable to control the outcome of an email
communication. For example, security policies can be configured to react to recipient email
addresses, or to the very content of the email itself providing automatic encryption of an email
that has sensitive information within the body, subject line and/or attachments, such as social
security numbers, credit card information and other items of sensitive information.

Customize the work flow for the recipient

The Secured eMail solution offers two different alternatives for verifying that the recipient is the
person authorized to open the email. The first one is a sign up process and the second is a
shared secret that is communicated to the recipient.

The Sign up Process is a part of the Global Communication technology and can be seen as a
secured email service, where the recipient’s identity is verified through a sign-up and
authentication process. The process is easy to understand and intuitive for the recipient. All the
sender has to do is press the Send Secured button and the email will be sent secured and
encrypted, no additional steps are necessary.

The sign up process is recommended for organizations that will send secured emails to many

different recipients. When a recipient receives a secured email the instructions in the wrapmail
will ask the recipient to click on a link where a webpage will open up.
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Figure 2

Confirmation of the
recipient’s email
address — The first
fime the recipient
opens asecured
email they will need
to verify their email
address.

Figure 3

User registration —In
the next step in the
process the
recipient registers for
the Secured eMall
service and creates
a password.
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| sender demands recipient authentication. Please
confirm your email address by using the drop
| down list.
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Please enter your details:

Email Address:  info@daniel-one com

»
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@ What is this?

In order to view the secured email you need to
create a account. Provide your email address, your

m

FirstName Daniel name and create a password and click the register
button below.
LastName Nilsson
The password must contain atleast 8 characters, one uppercase and one lowercase
letter and one digit or a special symbol.
Make sure to choose a strong password to prevent unautherized access to your account
Password. SEBBBEBRES |
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www.cryptzone.com



Figure 4

Activation email -
When the recipient
has registered, they
willreceive an
activation email.

Figure 5

Activation email -
The picture illustrates
the activation email.
By clicking the link
the recipient verifies
his/her identity. The
activation email text
can be customized
from a central
tfemplate.
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Activation mail has been sent.
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continue. The email delivery may take a few minutes.

= | would like to authenticate as someone else
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Figure 6

Authentication —
When the recipient
clicks on the link in
the activation emai,
they will be asked to
authenticate with
the password setin
the registration
process.

Figure 7

The email is
displayed — When
the recipient has
authenticated
cormectly the
secured email will
be displayed. It is
possible for the
recipient to reply
back to the sender
securely, and
download any
attachments.
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Password:
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CFYpr@f-\e Read Secured Email

= | do not remember my password

-

D <

@ What is this?

To ensure that the recipient of this secured email
is the person authorized to open the email, the
sender demands recipient authentication. To
authenticate, enter the password you created

m

» | would like to authenticate using the shared secret

during the sign up process.

= | would like to authenticate as someone else

Q Help

What information should | input?

You have received a secured email. You
can view the secured email by using the
password that you used to register your
account.

| have forgotten my password

You can recover your password by clicking the "l do not
remember my password” link. You will receive an email
with instructions.
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€D Internet | Protected Mode: On iy v W100% v
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|_34, Reply  [= Save Email = g§ Print

Finandial Information

Logout | eryptz
e
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Mvh [ Best regards,
Daniel Nilssan

cryptzene

Data Loss Prevention Expert
The Cryptzene Group

Email: daniel.nilsson@cryptzons.com
Address: Drakegatan 7, SE-412 50 Gothenburg

From: Daniel Nilsson <daniel.nilsson@cryptzone.com:>
Sent: 2010-12-17 10:07:13
To: Cryptzone <cryptzone@daniel-one.com>
Attachments: John Smith ABC Legal changes.doc Share Purchase Agreement Corporate Seller v2.doc |
WidgetSoft Inc Q4 Financial Summary.doc E
Hello,

Attached you find the financial information you requested.

Done

€ Internet | Protected Mode: On d5 v H100% -

Figure 7
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The shared secret
can be provided to
the application in
two ways; manually
by the user, or
automatically with
the use of an
Enterprise Server.

Methods of
communicating the
shared secret
include fox-
printouts, email-
drafts or verbally.
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The Sign up process consists of the following steps:

1. The recipient receives a secured email. The instructions in the wrap-mail will ask the
recipient fo click on a link. A registration page will open up allowing the recipient to
sign up for the Secured eMail service.

2. On the registration page the recipient will be asked to verify his email address, enter

his first name and last name, and create a password.

When the recipient presses Register an Activation Email will be sent.

The recipient receives the Activation email and clicks on the link to verify his identity.

A new webpage will open up and the recipient will be asked to enter the password

createdin step 2.

6. When the recipient has entered the password the page wil reload and the
encrypted email will be displayed in plain text. The recipient can now read the
content of the email, download any attachments and reply to the sender with a
secured email.

7. The next time the recipient receives a secured email he will not need to sign up - the
sign up process only needs to be done once. After that the recipient can open any
secured email from the sender’s organization.

S

Please note that if the recipient has forgotten the password created in the sign up process, the
recipient can go through a reset password process that is automated and requires no IT
administration involvement.

A “secured channel” is a secured tunnel for communication between a sender and recipient.
The channel is created with the use of a shared secret and the relationship of the identities of
the sender and the recipient. The identities used are the email addresses of the sender and the
recipient.

The shared secret is an authentication tool to verify that only the cormrect recipient can read the
secured email, and is established by the sender to create a secured channel between two
parties.

The shared secret can be provided in two ways; manually by the user , or automatically with
the use of an Enterprise Server . In the first example, the user is prompted to create a shared
secret. Password policies can be defined fo control the bit-strength of the shared secret
created by the user. These policies control the number of characters in the secret, as well as
the kind of characters that should be used. In the second scenario, the client will refrieve the
shared secret from the Enterprise Server. If the Enterprise Server cannot deliver a stored shared
secreft, the user will be prompted to create the secret.

Once the secured channel has been established, the client application maintains the trusted
relationship. This means that once a secured channel has been established, there will be no
need to define a shared secret again. The next email will be sent securely through the channel,
with automatic authentication, without needing a password — forever.

During the process of sending a secured email, the sender has the option to provide a custom
unencrypted message that gets embedded with the wrap-mail. The unencrypted message is
a valuable option for communicating per-message information in a plain form, readable by
the recipient.

The sender is responsible for exchanging the shared secret with the recipient. The exchange of
the shared secret need only be done once and will only need to be verified once by the
recipient. When the verification is done, the sender and the recipient can continue fo send
secured emgils to each other forever without being asked for any new, shared secrefs. If
required, it is possible to set up a policy so the recipient will have to verify again every month..

The shared secret can be a combination of information that is known by both parties. For
example, a shared secret may be a customer number, the last six digits of their social security
number, initials plus last four digits of the social security number - anything that the recipient



Figure 8

This is an example of
asecured email. All
the recipient has to
dois fo click on the
link to open the
secured email.

Recipients that are
intfernal (employed
by the same
organization as the
sender) only need
fo double click on
the email o open it
up inside their
QOutlook or Lotus
Notes email client.
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would know without forgetting. There is a mullitude of agreed-upon shared secretfs that
provide a high level of security and can be easily remembered by the sender and recipient.
Methods of communicating the shared secret include fax-printouts, email-drafts or verbally. As
for inbound communication, the server will handle all key-exchanges. If the sender forgets the
shared secret or needs to view it again, it is possible to view it in the Secured eMail Settings.

Itis our belief that sending a secured email is an end-point to end-point process, which can be
done without the use and cost of a gateway. The Secured eMail and Secured eControl
applications can be used online, or in an offline environment when they behave as if they are
still connected to the Intemet. When a user working offline sends an email, the user will see the
secured email “become encrypted” and end up in his outbox at the time of sending the
email. When the user connects to the Internet, the email will be automatically sent from the
“outbox” and moved to the sent folder.

One key differentiator of the Secured eMail application is that the recipient can access the
secured content from any email service. Secured eMail’'s secured contfent is sent using the
MIME layer as an attachment to the wrap-mail, which allows the user to access their emails
from anywhere, including public mail-services such as Gmail, Hotmail etc.

Required components when sending secured emails are Outlook or Lotus Notes in conjunction
with the Secured eMail Client, which is a Windows application.

Receiving a secured email — user perspective

The recipient of an encrypted email will first see the delivery of the wrap-mail, which is a
notification to the recipient that they have received an encrypted email and special
instructions on how to read it. In the content of the wrap-mail there is a direct link to a web-
page that serves as a portal for accessing the secured content directly.

Inbox - Microsoft Outlook [

PFle Edit Wew Go Took Actions Help

FEX

Type s question for help |«

Pdnew | d 3 X | CaReph SlReply to Al (5 Forward | L SendfReceive - | 2o Find (5 | [ Tepe s contact tofind ¢ | @)
: ——
Favorite Foldsrs Arranged By: Date Hewest on top Financial Information - (This is a secured email)
[ Inbox (1) Daniel Nilsson [daniel nilsson@cryptzone.com]
) tiread Mad = Today To: eryptzene@daniel-one.com
| For folow Lp B Daniel Nilsson attachments: @)35524d7128d45181 .5ema (350 KB)
L= Zent Items Financial Infarmation - (This is &
All Mail Folders
— = older
3 €4 Personal Folders s
3 (3] Deleted Items (< || =1 Crvatzone 447/2009 .
2 (3 Drafts Welcome to Cryptzons and the world o... @
i 3 Examples (=) Daniel Milsson 212/2009 ..
[ Financial Finanacial Information [0
QR (= Therese Braun 12)4/2008 .
[ Inbox: (1) ‘faur Medical Recard 0 You have received a secured email from Can Gencer
@ i“"k?ma” (=i Daniel Milssan 1242008 .
S MEEI:ZQ This is & secured smail from Dariel Misson @ To view the secured email click this link:
larketing H Ver.cry X [ VIew| /.
& 0 office M| & Daniel nilsson s https://sepserver.cryptzone.com/viewmail/355a4d7 1a6dd5151
= Financial information 0
Léj Outbox If you are already a user of Secured eMail
=3 Sent Items || 5 Daniel hilsson 11f21f2008 Dauble click the secured email and it will open automatically. If vou have problems apening
— - This is & secured email from Dariel Misson @ the mail, please contact helpdesk.
|~ Mail 5 Darel Milsson 11421/2008
Qur Shared Secret o Fousrsdby
ﬁ Calendar (= Secured eMail 11/13/2008 CFYPfZ.ﬂe
. Wielcome ta Cryptzons ‘s Secured eMail - @
8= Contacts 5 Internet Evolution 11/13/2008
= Join Intsrnst Evolution's Security Clan - T-...
/] Tasks
< | =
e — ¥

10 Tkems

< & 8o

Figure 8

This portal is hosted by the sender’'s company and can be customized to fit the organization’s
needs. The recipient will be able fo authenticate using either the Sign up Process described
earlier or a shared secret that is communicated by the sender. This method is very secure
because the service is being hosted by the sender’s IT department.
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Finandial Information
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download the email From: Daniel Nilsson <daniel.nilsson@cryptzone.com:
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format. To: Cryptzone <cryptzone@daniel-one.com>

Attachments: John Smith ABC Legal changes.doc Share Purchase Agreement Corporate Seller v2.doc
If the recipient " WidgetSoft Inc Q4 Financial Summary.doc

presses the reply

m

button they can Hello,
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oy . Attached you find the financial information you requested.
senderwith a
secured email. Mvh / Best regards,

Daniel Nilssan

cryptzene |

Data Loss Prevention Expert
The Cryptzene Group

Email: daniel.nilsson@cryptzone.com
Address: Drakegatan 7, 5E-412 50 Gothenburg e

4

Done €D Internet | Protected Mode: On f v H100%

Figure 10

It is important to note, when using Cryptzone's Secured eMail technology, a recipient will be
able to open any type of secured email from any type of platform. Now the recipient can view
a secured email on PC, Mac, iPhone, iPad, Symbian phones, and many other types of devices.

www.cryptzone.com



Figure 11

This is an example of

how a recipient

authenticates on an

iPhone. The
recipient simply

clicks on the link in

the email. The

iPhone Safari web

browser will open
and display the

message shown in

the picture. The

recipient enters the
shared secret and

presses Continue.

Figure 12

When the recipient
has authenticated,

the email will be
displayed.

crypfzene

All the recipient has to do is have access to the Internet and a web browser. This means that it
will be possible to send secured emails to any recipient without considering what platform the
recipient may be using.

il Telenor SE = 18:34 o

Read the email

Enter your Password:

Password (Shared Secret)
Continue

. Use Credentials >

8 ver >

l Andra sprak

Skickad: 5/19/2010 6:34:21 PM
T Baris Ozdemir<baris.ozdem

This is a rich text email test.

Something bold. Something italic
Here is larger text.

And something in color.
With some highlight.

Last but not least, a photo:

Figure 12

Additional ways to receive secured emails — user perspective

The recipient of an encrypted email will first see the delivery of the wrap-mail, which is a
notification that they have received an encrypted email with special instructions on how to
read it. In the content of the wrap-mail, the user is given the option to download either the Full
Reader application or the Reader Lite. The user must have administrative rights for their
computer in order to install the Full Reader application. The webpage where the recipient can
download either of the two readers is located at www.cryptzone.com/reader

For users who don’t have administrative rights, the Reader Lite application is a perfect solution.
Note that JAVA is required on the recipient’'s computer.

www.cryptzone.com
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Figure 13

Cryptzone standard
wrap-mail — the
Cryptzone Enterprise
solution is delivered
with several well
tested templates for
wrap-mails
(instructions for the
recipient). The
example shows
different instructions
forinternal and
external recipients.

www.cryptzone.com
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When the Full Reader application is installed in Outlook and Lotus Notes environments, the user
will simply double click the email to open it. The reading pane will display the confent of the
secured email. When using other mail-clients in conjunction with the Secured eMail client, users
simply need to click on the attachment above the wrap-mail message to see the secured
content. The email will then be displayed as created by the sender within the local-machine
web-browser.

= (This is a secured email)

CzuserQ01 [cryptzonevista@daniel-one.com]
o 2081014 18:10
Darved Milssan

= Bessage Eu)lan'.t-l-uﬂcieﬁj.sema 4 KB

€

¥ou have just received a secured email. Please follow the below instructions in order to open your email.

Cryptzone Employees . o . .
Double click the secured ermail and it will opan automatically. If you have a problern cpening a secured email, please call
helpdesk.

(rvpt_zuna Associates
You will need ene of the two readers available to open the secured email,

1. [Reccmmendéc] This version will require administrator rights to install.
w.cryptzons.com/d_readerl.asp
2. Uu th.s |||‘k iF vou de net have administrator fghts on the PC. AEtp:/www . cryptzone.com/raadar/download asp

Fease contact vour helpdesk if yvou need further assistance installing the reader,
For more information about Secured Email Reader, please click here: http://v

cryptzone.comjreader

Figure 13

Required components when opening a secured email are any mail-client together with the
Secured eMail Client or Reader Lite (Java web-start application that in furn requires Java 1.4).

On what platforms can a recipient open a secured email?

One of the best benefits of the Secured eMail solution and the Global Communication
technology is that it enables the recipient to open the secured email on almost any platform.
The only requirements are that the recipient needs an infernet connection and an internet
browser. Suitable platforms for opening a secured email include:

PC

Mac

iPhone

iPad

Blackbermry

Android phones

Windows Mobiles

Linux

All type of webmail like Gmail, Hotmail, Outlook OWA

=a =4 =8 —a 4 _a_a_a_°

The recipient can reply back secured

With the Global Communication fechnology and with the Full Reader application installed, the
recipient can open a secured email and reply back with an encrypted and secured email. This
enables organizations to initiate secure two-way communication via email to any recipient
irespective of the platform that the recipient is using.



Figure 14

SEP Template Designer —
With the template
designer it is possible for
the administrator to
customize messages to
educate users.

www.cryptzone.com
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Instaling the Full Reader application allows the recipient to send10 secured emails replies.

Centrally managed templates — education is the key

Educating users about the importance of new security applications and how to use them can
be a problem. The success of any email encryption solution is dependent on training senders
and recipients in a way that makes it easy to exchange secured emails. When deploying
Secured eMail, it is necessary fo frain the sender to educate the recipient. Secured eMail
supports this with a template designer. Templates include ‘ready-made’ instructions for the
sender to send to the recipient — instructions on how fo open the secure email as well as
templates for the shared secret communication. The template designer allows the
administrator fo edit and manage templates centrally. Editing includes text and pictures as well
as automatic texts. Templates can be created and deployed for large groups of “senders”,
and customized for specific individual users.

The Secured eMail Enterprise solution includes pre-defined best practice templates that can be
used and modified to fit the curent implementation and the needs of the organization.

|8 SEP Template Designer o [=[ 3}
Templates = #|| " tryptzone Default - X
[ eUsB Deployment I 5 | subject [[subiect] Thi is  secured emai)

+H5] eUSB Verification Feedback

&) Mall Signature #@4|@ﬁiﬂ‘—h!§)|3 0 -l

#H5] Shared Secret Draft Bl
] Shared Secret Printout
#}[] Unencrypted Message

=Hz] Welcome Mail
Copy of DeFaulk Welcame Mail
~[&5) Default Wvelzome Mail
Default Welcome Mail (Serman)

Default welcome Mail (Norwegian, BokmEl)
Default Welcame Mail (Swedish)

Double click items to insert:

Company
Email Sender
License owner

Unencrypled Message
Version

=] wrapmail

Alcernative Wrapmail 1

Alcernative Wrapmail 1 (German)
Alternative Wrapmail 1 (Norwegian, Bokm&l)
Alternative Wrapmail 1 (Swedish)
Alcernative Wrapmal 2

Alkernative Wrapmai 2 (German)
Alernative Wrapmail 2 (Norwegian, Bokm&l)
Aleernative wWrapmall 2 (Swedish)

Copy of Default Wrapmail (Swedish)
Cryptzone Default

Default Wrapmail

Default uirapmail (German)

Default tirapmail (Norwegian, Bokml)
Default Wrapmail (Swedish)

Copy of Alternative Wrapmail Z (Norwegian, B...

You have just received a secured email. Please follow the below instructions in order to open
your email.

Cryptzone Employees
Double click the secured email and it will open automatically. If you have a problem opening a secured
email, please call helpdesk.

Cryptzone Customers/Partners
You will need one of the two readers available to open the secured email.

1. (Recommended). This version will require administrator rights to install.
It cryptzone.com/dl_readerl.asp

you do not e administrator rights on the PC.

cryptzone.com/reader/download.asp

Please contact your helpdesk if you need further assistance installing the reader.
For more information about Secured Email Reader, please click here:
http://www cryptzone.com/reader.

=) wirapmail

J o

B souree

Figure 14

Endpoint to endpoint security

The Secured eMail solution creates a secure tunnel for emails from the sending computer to
the receiving computer. Wherever and however emails are sent between the two parties, the
email will be stored encrypted and secured. The email will be stored secured at the recipient’s
mail server and email client, as well as the sender’s mail server and email client. The secured
email will also be stored secured in email archiving systems used by the sender and the

recipient. There is also an option to store unencrypted copies of the email for distribution to the
archival system.

For a higher level of security it is possible for the administrator to activate a local security feature
where the end user will be required to authenticate to the Secured eMail system to be able to
open and send secured emails. The local security feature includes a user password that is
unique and can only be used to authenticate to the Secured eMail system. The concept of the
local security feature is to create an extra authentication that is separate from the standard
authentication used in the organization.
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Enabling secured emails to be indexed and archived

If there is a requirement to archive all emails and index the content, the Secured eMail solution
supports this. Included is a feature that will automatically store an unsecured version of a
secured email that has been sent and received. The unsecured version of the email can then
automatically be picked-up by the archiving system.

Security perspective — SKG - strongest link in encryption

Secured eMail is based on pure end-point to end-point encryption concepts and uses System
SKG for generating and handling keys. The key used to uphold a secured channel for email
communication is discarded and no longer exists on the client side computer once an email
has been sent or opened. Only a hashed version of the key exists locally on the client and
centrally on the SEP (Simple Encryption Platform) Enterprise server, and Secured eMail will use
this channel key when sending or opening an email next time.

www .cryptzone.com 15



The solution uses FIPS
certified AES 256
encryption algorithm.

Figure 15

Cryptzone content
encryption concept

www.cryptzone.com

Encryption technology at a glance

cryptzene

Secured emails are encrypted using AES 256 PHM (padded hashed message). The encryption
of documents, files, folders, databases and client profiles are all done with an AES 256
encryption algorithm. The library used is Crypto++ version 5.3.0 which is a FIPS 140-2 validated
library. More information can be found at
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.hitm under the company

name Wei Dai, certification 819. Any keys provided are, prior to encryption, brute force-
protected using SHA2. Since Secured eMail uses pure symmetric encryption concepts, there is
no need for PKI management, certificate enrollment, maintenance, and disaster-recovery etc.

An email can be sent securely o anyone, at any given time.

The Secured eMail client protects all locally stored profile data in a secured database using
AES256 and a policy defined protection method.

The communication between the SEP (Simple Encryption Platform) client and the SEP server

is secured through an SSL funnel encrypted with 128 bit AES.

Content Layer

c\m(

SEP - Rule Layer

v

(]

Protection Method

SEP - Data Layer

SEPT Interface Layer

[N

*a\“"z\a

¢

Randomized 256 bit key
N\

SHA2 Hashing
(Bruteforce (¥  AES256PHM

SHA Hashing
(Bruteforce (b AES256PHM

Secured Content Layer

Figure 15

Protection)

Secured Data L‘

Protection)

v
Keyslot
Key GUID, non- Cipher of Randomized
sensitive attributes 256 bit Key

Cipher of Content

The encryption procedure is illustrated in the "Cryptzone content encryption concept”
diagram. To better understand the concept map, note that there are actually two keys
involved, one normal encryption key and one fully randomized 256-bit key. The randomizer
uses a seed constructed from several factors including, but not limited to, processor tick
count, user input and hashing and other hardware factors. With each new key the seed
pool getfs scrambled.


http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
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The process starts with a client getting instructions to encrypt a plaintext file.
1. An encryption key is generated or entered by a user, as a shared secret.

2. The key is SHA2 hashed to provide brute force attack protection and to pad the key
for AES that requires even key blocks to work.

3. The file gets encrypted with AES using the 256 Bit random key as the encryption key;
this is the cipher content in the graph.

4. The random key is in turn AES encrypted using the hashed user key/shared secret and
placedin the key slot.

5. Temporary files are wiped from disk and memory fo remove the possibility of indirect
information leaks.

The Enterprise Server is managed with the use of a powerful management console. The server's
main task is o manage the company entities related to the Secured eMail implementation,
such as member-structures, secrets and policies. Furthermore the Management Console hosts
“services for helpdesk applications” such as lost passwords and deployment tool creation.

With the use of the server, all client behavior can be centrally managed by a rich policy
system. The policy system provides a way to apply rules regarding a specific user action to users
or the user-group they belong to. This provides the tools necessary for an administrator fo apply
secure messaging in a controllable way.

While managing members, it is possible to create something referred to as Secured Groups.
Secured Group defines connections between members, where any user within the same
Secured Group shares a given secret. The secret is defined when creating the Secured Group,
and can be changed at any given time.

When a user sends a secured email to a new contact in a Secured Group, the Secured eMail
client will perform a server-request to retrieve a secret to use with that contact. The server will
resolve the client-request and provide the secret with the help of predefined Secured Groups.
The user will never see this secret in plain text, and it is only visible to the administrator at the
company. The actual seed provided fo the client is not stored at the client machines, but
mainly used to establish a secured channel with the recipient as one of the channel’s key
generation factors. Using the shared secret of a Secured Group it is possible to access any
email that has been sent or received within the group.

Figure 16 ® Secured group properties @

Secured Group 5§ General l [7l Type % Shared secret l
Properties — It is
possible o change Current thared

a shared secret for

agroup and also to To be able to change the shared secret for the selected secured group,
ask the system to pleaze enter and confirm the new secret.

generate unique
seeds foreach

individual userin a
secured group.

Current shared secret

|EAwbiJE: W S=AFBIVCES_HwiZ%e/OCBIEZAE | (<]

Generate unique zeeds from secret

Ok ] ’ Cancel Apply

www.cryptzone.com 17
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Any member-type of an Entferprise Server can have membership of a Secured Group, including those
manually created. It is however required that the receiving end has connectivity to the Enterprise
Server during the decryption phase to be able to automatically retrieve the secret. This means that
while external contacts can be part of a Secured Group they will not be able to open the email unless
this requirement is fulfilled. For external communication, the system relies on The Sign Up Process or user
to user communication of the shared secret, and on shared secrets being created by the users
themselves rather than managed with the help of Secured groups.

The per-sender relationship-based shared secret design enables Secured Groups to be used
together with external recipients, since exposing the shared secret used in a secured channel
between a sender and an external recipient doesn’t endanger the security of other secured
channels created by other users in the same secured group. This in turn makes Secured eMail
ideal for B2C mail flows.

The wrap-mail that gefs sent to a recipient is a central policy and the IT administrator can
design several different wrap-mail templates and deploy them across the enterprise. The
secured email can then camy information about the company’s policy for securing
information, as well as instructions on how to access the secured content.

When defining Secured Group members, it is possible to create wildcard members. Each
wildcard represent a potential recipient within a specific namespace boundary. A wildcard is
typically defined as having an email address such as *@hotmail.com meaning “anyone at
hotmail”. This means the Secured Group will automatically recognize users matching the
wildcard as members of that group.

Figure 17 =151
4 General I 3 Seoret Gl External |

Add users —Itis

possible to add a

Extemal Users

wildcard for a - It i possible to add external users to a secured group using their

. email addresses. Enter one email addiess per line. ‘Wildcards are
specific group. In allowed [e.0.: “@cryptzone. com).
the example a
wildcard is added “@kpmg.com =]
that wil enable end @kpma se

users to send
encrypted emails to
anyone with the
addresses
@kpmg.com and
@kpmg.se with a
predefined shared
secret.

]

ak. I Cancel | Apply |

Figure 17
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Figure 18

SEP Management
Console — It is possible fo
create areport of all
registered recipients and
modify the registered
users.

Centrally managed Registered Users

When the Global Communication technology is activated it is possible fo set it up so users
identify themselves through the Sign-Up Process. In the SEP Management Console it is possible
to create areport of dll the signed up recipients and edit and modify the registered users.

cryptzene

-
4 SEP Management Console (daniel.nilsson@sep://cz-fil-002)

:.IEIQ

Session  Tools  Help

E Configuration
Administration

ﬂ Enterprise Manager

Central management area
for managing members of
the SEP database.

“ ™5 Policies

@
o
“
[ =
o
o
E
]
o
o
c
o
=
-
w
“r

\i@ Display Options ~ ™ Report % = Quick filter: Search: - Oy V‘ [T Reset
| All members Bl @ vsers | & Devices | b
E‘% Allmembers First Name Last Name License Last Client Sync  Location -
(j Al Groups & Borifaco Talavera = = Bonifado Talav...
2 “j AllUsers @D eff Sherwood - - Jeff Sherwood
@ Christian Doppelhofer - - Christian Dopp...
@ Renate Sofia Siikaluoma - - Renate Sofia Si... |5
‘;j Tmported Directories P Joshua Mondschein - - Joshua Mondsc. ..
Secured elISB devices 9 Bojan Dusevic = = Bojan Dusevic
&P John Rice - - John Rice
P Farl Maxwel - - Farl Maxwell
@ nimesh Dhruv - - Mimesh Dhruv
P zmie Bodley-Scott - - Jamie Bodley-5..,
&P Rob Gold - - Rob Gold
9 Can Gencer o o Can Gencer
|Seculed p— ‘ P zmie Bodley-Scott - - Jamie Bodley-5..,
E‘E‘@ Secured groups s 9 Peter Verster o o Peter Verster
a Share ol Cryptzone Em... | @ nichols Coliier - - NMichals Collier
3 @ Share Development @ Herbert Garda = = Herbert Garcia
. @ Share Executive Mana... 9 Thomas MNyagren - - Thomas Nyagren
. @ Share Finance 9 alicia lopez - - alidia lopez
. @ Share Managers = 9 mats juhlen - - mats juhlen
. @ Share Marketing @ Toni Makinen = = Toni Makinen
= @I Share Operational Man... P peter Enhus B B Pater Enhus
9 Rajeshwar Singh - - Rajeshwar Singh
= @I Share Product Steering... P chuck Cohen ) . chuck Cohen
g Z::: ::gt:is:::ISSer... ~ | @ Rami Avidan - - Rami Avidan
8 Shere Sales - | M= Arnhult - - Mia Arnhult -

1 item(s) selected
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Figure 19

SEP Management
Console —Here the IT
Administrator can
manage users, groups,
licenses, policies, security
roles and secured
groups.

Each object represents a
piece of information and
together they build and
uphold the core values
of SEP.

www.cryptzone.com
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SEP Enterprise Management

The SEP (Simple Encryption Platform) Management Console has been designed fo fulfill the
requirements of large enterprises with over 100,000 users. Focus has been on enhancing the
member and poalicy systems, as well as a high-end security role system. The SEP system has
MSI deployment features, as well as a template design system.

@ SEP Management Console {Administrator) _(&[x]

Session  Tools  Help

—E tig Full Selection Mode ™ Report ¢+ Guick filker: I Searchi Enter search string,, ~ 4 = | [T] Reset
Confi ki
LT k3 & Users | @ Devices | -
s =T allmembers |First ame  [LastMame  |Username | License Last client ... | Location [+]
@ administration ¥ 2y created € Elsa Anderson elsa,anderson - - Dema Compa. .
=] 1mported € Louis siderstrim louis.séderstr. ., - = Demo Campa...
:
@ Enterprise Manag... & =/ Cryptzone Demo € an Bergstram qun.bergstrém - - Demo Compa. ..
El _? cryptzone € Tommy Kelly tommy kelly - - Demo Compa... |
FCU‘EF”:::ILQQ?:;D;;“;‘;‘;‘:’? - [&] cryptzone € David Anthony  Butler david.anthon... - - Demo Compa...
the SEF database. sieiemacompany @ ancheas Pettersson  andress.pett... - - Demo Compa. ..
El _? Demo Campary AB wictor AIF Mansson vickor,alf.md... - - Demo Compa. ..
&) Management € am Danielsson ann.danielsson - - Demao Compa...
#12] Sweden € ErnestLernart  Hermansson  srmestlennar.,. - - Demo Compa...
] usA Alice Stephanie  Karlsson alice.stephani... - - Dema Compa...
.,
+ %5 Policies ] Registered € mikael Bengtsson mikasl.bengts... - - Dema Compa...
€ charles Jansson charles.jansson - - Demo Compa...
Sonred groups 5 € Michele Robinson michelle.robin.., - - Demo Compa...
jG}] secured groups + || Monkalngeg... Nelson monika.ingeg... - o Demo Compa. ..
A @ crvpteone I ﬂ Sofie Denise Carter sofie.denise.... - - Dema Compa...
. Magnus Johnsan magnus.john... - - Dema Compa...
+1 @ KPMG communication
@ Ashley Bstram ashley Sstrém - - Dema Compa. ..
° = Shars Customer 1
E 3] crypteone ﬂ Louis Cook louis.cook. - - Dema Compa...
S I 8 shere Customer 2 € Lawrence Clark lawrence.clark - - Dema Compa. .
= 418 shere Engnesring € sonja Sandstrém sonja.sandstr... - - Dema Compa. ..
g = @ Share HR g Sofie Ek safie.ek - - Dema Compa...
[ Brenda Matida  Sandberg brenda.matid... - - Demo Compa...
o 41 @ share kMG
g & @ Share Legal € Jean Lundstrém jean.lundstrém - - Demo Compa. ..
g p @ Share Managers | alan Perez allan. perez B B Demo Compa. ..
& 1B share Project Group 1 7 € Rabert Mitchell robert.mitchell - - Demn Compa... = |
w

13 ikem(s) selected

'/ start! J @8 J &1 FrotectDrive Ma... | & Remote Recove.., | & ControlGuard - E| & Endpoint Access... || 4 SEP Managem... J m| ‘ﬂ%)c’ %8 1255

Figure 19

The Enterprise Server centrally manages and enforces security policies for all Cryptzone
products. It has the ability to create custom environments, specific settings and
permissions for different groups as well as specific users, and then to deploy this across the
entire network. This managed system allows users to log in to an environment that is
appropriate to their needs and consistent from one client to the next.

The Global Object Synchronization is a very important building block in the Simple
Encryption Platform and the concept relates to how the data objects and information
within the SEP are distributed between the components and users.

An object can be anything from a security policy, a template, a specific privilege definition,
a key object, a password, a licensing descriptor, a log file, or a shared secret. Each object
represents a piece of information and together they build and uphold the core values of
SEP. All objects camry a unique Global Object ID and valid references to tell where they
originate. Every user is centrally associated with several global objects and as soon as a user
connects with an SEP client, a buili-in synchronization mechanism performs two-way
synchronization to give the user access fo newly created objects or modify existing ones.
This is the quick overview but there are additional layers to the concept.

The value of SEP is that the system can manage multiple SEP Client applications. Another
example of Global Object Synchronization and how it relates to file and folder encryption
would be if a user encrypts a document, Global Object Synchronization will assign a new
Global Object and additional objects such as keys and security aftributes may be created
and associated with it. The secured document references these objects by ID, and
accessing components will use this information to give the end user a potential access

20



The SEP Server evaluates,
based upon privieges,
who should have each
object, and makes sure it
gets distributed
accordingly across the
network.

Figure 20

Security Roles — The
picture shows the
Security Roles feature
where it is possible to
create different security
roles for users in the SEP
Management Console.
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point. All the user needs to do is attempt to access the document, and they will
cryptographically gain access to it if the chain of objects referenced allows for it, and if the
key object is available.

Global Objects are generally created and handled within the SEP. This means the
synchronization processes in the system don't differentiate between the types of objects,
and they are treated in the same way according to a pre-set rulebook. The SEP Server
evaluates who should have each object, based upon privileges, and makes sure it gets
distributed accordingly across the network. This process is transparent to end-users and
provides ITmanagement with confidence that there is a strong audit trail and documented
history of user actions and events.

Another value of Global Object Synchronization is that regardless of how many policies,
templates and encryption keys an end user has, the system can easily synchronize this data
to any machine connected to the SEP server. A user can even have several machines with
the software installed and use the software at all machines that share the same central
profile.

The platform allows for permissions to be defined for individuals and groups, enabling a
flexible, multiZiered administration system with effective delegation of access rights and
responsibilities through dedicated userZoles. The system comes with three predefined roles:
Master Administrator, Administrator and Help Desk. These roles fit most organizations but
can easily be modified for a better fit.

i8]
Session  Tools  Help
_ hame 4| Comments
a [ — D Acministrator Default Administrator Role (nan editable)
) Hagp Dask Default Help Desk Role (non editabls)
a Master Admiistrator Default Master Administrator Rale (non editable)
Administration
@ Onlre
@ ServerLogs
@, Security Roles
& Add New Security Adrrinistration } Configuration } Palicies ] Security Roles  Members and Groups ITemp\ates ]
Role... Action Areas |create [ view | Edit | Delete | Addirema.., |Edt Users | Showlogs |+
@ Froperties. .. +| @ share Customer 1 EnDeny  EyDeny Gy Deny By Deny KR Deny
[ Make Copy #| @ share Custorner 2 Iy ey EyDeny By Dery By Deny | KR Deny
#| @ share Enginsering EnDeny Gy Deny By Dery By Deny KR Deny
@ " iy +| @ share HR Iy ey EyDeny By Dery By Deny | KR Deny
% Enterprise Manag... ¥
#| @ Share KPMG EnDeny Gy Deny By Dery By Deny KR Deny
- #| @ share Legsl Iy ey EyDeny By Dery By Deny | KR Deny
# %y Policies ¥
#| @ share Managers Ty Deny By Deny |Gy Deny Ry Deny |y Deny
#| @ share Projsct Group 1 Em ey  EyDeny Gy ey By Deny KRy Deny
#| @ share Projsct Group 2 EmDeny Gy Deny Gy Dery By Deny KR Deny
%’ =) Ty ported sources i Deny
g #| &5 Derno Comparty Ty Deny By Deny |Gy Deny Ry Deny |y Deny
E_) =l @ vyptzone Demo B2y Deny B2y Deny Ty Deny by Deny b2y Deny
o T
H 7] cryptzone B2y Deny B2y Deny b2y Deny
g‘ E% Devices iy Allow Ty Deny 5y Deny o
E ) Editor Settings - | 23
&
w Apply Cancel

distart| | (3 &
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Figure 21

Policy management — It
is possible to create one
or several policies and
then deploy them to
users, groups and/or
entire ADs. The system
comes with ready fo go
policies created by the
Cryptzone Professional
Services team.
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Client authentication can be customized depending on the need for user identity
verification: from single signzn  (SSO) using Windows authenfication, down to
authenticating users every time a secured document is opened. SEP Server authentication
can be either Windows authenfication or user name and password. The roles assigned to
the user then dictate what can be viewed, edited and created.

Leveraging existing directory applications such as Active Directory or LDAP functionalities,
the SEP provides a oneZvay synchronization process to centrally administer security policies
for user groups. The SEP is located on top of the existing infrastructure as a thin layer,
designed to be flexible and extensible for inferoperability with existing infrastructure.

The SEP is designed to be able to run in multiple environments including as a managed
service, hosted location and/or in the company's existing IT infrastructure. The SEP is
delivered with the first encryption application, which allows organizations to quickly roll out
new applications simply by downloading a new license.

The SEP Management Console offers an easy and scalable way to deploy security policies
and monitor security fo ensure compliance. With the SEP Management Console, IT
administrators can centrally define, enforce and monitor information policies from a single,
enterpriseZvide console, ensuring a consistent policy across all users in the organization, or
customized policies for groups within the organization.

@ sep Management Console (Administrator) - 5[

Session  Tools  Help

_ hame 4| Comments
E Configuration 5

' Medium security - no local access control
" Standalone client policy Policy which is ideal for distribution to partners and customers. Does not need server connectivity.
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8 Administration

3]
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Overview | Editor [ Links

» "
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[ Make Copy Action Authentication For SEP Client When sigring in

4 Delete Archiving Location Sacured eMall Folder in My Documents
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Default Signature
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Master Password
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License management has always been a problem for IT administrators. Questions such as,
"How many licenses do | have?2” “Who has the licenses2” “Can | move the licenses to
different userse” or “Do | have to buy new licenses for new employees2” are difficult
questions to answer as situations change.

The SEP has a built in license management system. How it works is that a customer buys a
pot of licenses. The SEP is connected to Active Directory and uses the same structure and
group names as in AD. It is possible to delegate licenses to a user or a group during runtime.
This in furn will automatically reduce the overall number of licenses available. The quota
can be used and reused in both directions, i.e. removing a license from a user will move it
back to the pot of licenses.

The licensing implementation also adapts to changes being made in the AD, and the
system will automatically add licenses to users as new ones get added, and remove
licenses from users who leave the organization. This indirectly means that licenses can easily
be moved around and transferred between users with the use of a simple click action. Our
license interface makes it possible to see how many licenses are left in the pot, and with a
few clicks a report can be created showing which licenses a user has, for which products,
and when the user last used the application. Also worth mentioning is that the licensing
concepts are designed with ease of use in mind for desktop home users, flexibility in mind of
SAAS- and ASP- providers, and scalability and manageability in mind for enterprises.
Licensing should be a tool to control product accessibility within a company. Not a pain.

Licenses can also be issued on a temporary basis to external parties or consultants and then
withdrawn on demand. Depending on which license the user profile has included, the
client will enable or disable the products dynamically.

Synchronizing user profiles to an SEP client also means giving access to Secured Groups, secure
channels, EPM Stealth Keys and policy settings for passwords, which can be controlled through
policies. Users can use Windows authentication or their SEP Password to access all encrypted data. The
SEP Management Console will manage user rights and access to secured data using the infrastructure
already invested in — Active Directory. If the organization doesn’t have its own structure it is possible to
use the SEP Management Console to create one.
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Figure 22
The SEP solution

deployment
architecture diagram.
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Deployment Architecture Diagram

The SEP solution consists of several components:

1 SEP Server — Run as a service on the main server. The SEP clients connect and
synchronize with the SEP Server to get updated policies, license and encryption keys.

1  SEP Management Console - .NET based management application that can run on
the server or at any desktop. This means it is possible to do management from any
location of choice.

1 Microsoft SQL Server — The SEP solution uses the SQL server fo store all vital data like
policies, license keys, users, encryption keys, etc.

1  Directory Services — The SEP solution is connected to the Directory Services to read
from the directory to organize users, groups and for authentication of infernal users.

1 SEP Client installation package — Generated inside the SEP Management Console
and then deployed on any endpoint that should have the ability to encrypt emails.

1 Exchange Server / Domino Server — The SEP solution uses the Exchange or Domino to
store secured emails.

Cryptzone deployment architecture diagram
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Watch videos of Secured eMail

The best way to experience how easy Secured eMail is for both senders and recipients please
watch the following videos.

How to encrypt an email in Outlook or Lotus Notes
http://www.youtube.com/watch2v=_ WT3hI-QHWs

How a recipient opens a secured email the first time using the sign up
process. http://www.youtube.com/watchev=D4fnNDEHWYA

How an internal user can open a secured email in Outlook and Lotus Noftes.
http://www.youtube.com/watchgv=0hOn-5vC7KI

How a recipient can download the Free Secured eMail Reader
http://www.youtube.com/watchgv=axélUjZx4Lo

How IT can manage Secured eMail templates.
http://www.youtube.com/watch2v=3NarWpC5uWo

SEP Management Console - Roles manager
http://www.youtube.com/watchev=XuKU6DalBNU

. | SEP Management Console - License management
I http://www.youtube.com/watch2v=vURToitxgN8

, | SEP Management Console — Manage policies
I http://www.youtube.com/watch2v=DDTkéiAnSVI
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Summary

The aim of this document is to give the reader a thorough understanding of Cryptzone's
current Secured eMail Enterprise version. The Secured eMail solution is used by over 10,000
organizations throughout the world, helping them to keep sensitive and confidential data
secured.

Cryptzone’s approach is to create a solution that fits any size of company. The basis of
Secured eMail is that the application creates an end-to-end, virtual channel between the
sender and the recipient. It doesn’t matter how the recipient receives their email — Outlook,
Microsoft OWA, Gmail, Yahoo, Thunderbird — Secured eMail provides a system and a process
that authenticates the recipient, enables them to open the secured email and to reply back
secured, simply and easily.

The most important aspect of Secured eMail is that our technology helps our customers to
meet worldwide regulatory compliance of sensitive information laws including HIPAA Hitech,
Sarbanes Oxley, HIPAA, Payment Card Industry DSS standards, the EU Data Protection Directive
and GBLA. We use the strongest encryption method — AES 256 - as well as System SKG, which
generates a dynamic one time encryption key for every email sent. Equally important is the
fact that the key is not sent over the open Internet, therefore it is impossible to break the
encryption technology. It is impossible for somebody to hack your emails when they are
secured. All the sender has to dois press a button “send secured” and everything else is faken
care of.

Organizations looking to be compliant should ask themselves questions like:

1 Who can access our mail servers and all the emails located on them?

1 In what region and country is the mail server located? Is personal information stored in
another country? What laws and regulations are then applied?

1 Who can access our archiving system and all emails stored there? What laws and
regulations are applied to emails containing sensitive information in an archiving
system?

1 How do we protect the locally stored email on laptops and desktops?

T Isit ok that IT administrators can access sensitive information?

1 Ifitis ok that IT administrators access sensitive information, do we make them sign non-
disclosure agreements?2

9 How do we track which users have accessed unsecured sensitive information?

Whatever the answers are to these very difficult questions, Cryptzone’s Secured eMail
application can protect an organization's sensitive data sent by email, whatever its location,
and restrict access just fo the sender, the recipient and the organization’s most trusted
information workers.

The Cryptzone Group is a technology innovator of proactive controls to mitigate IT security risk. We bring together the people, processes and
technology to mitigate information security risks identified in the four key areas of Policy Compliance, Content Security, Secure Access and
Endpoint Security. Headquartered in Sweden, the company has offices in the UK, USA and Poland, as well as an extensive partner network with
more than 150 global partners. For more information about the company and its solutions visit or contact us directly:

Cryptzone Headquarters S weden US Sales office UK Sales office
Drakegatan 7, SE-412 50 Gothenburg

Tel: +46 (0)31 773 86 00 Tel: 949.279.6177
Fox: +46 (0)31 773 86 01 Fox: 212.898.1190

Tel: +44 370013 1600
Fax: +44 370 013 1601
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