
One Security System for All Access
AppGate Advanced Training
Agenda

Two day training (½ + 1 + ½ day format)

Overview
The AppGate Administration training is a course that teaches the advanced topics of 
AppGate administration. With a mix of theory and hands-on exercises we look at various 
administrative tasks.

Day Event Time Theory Hands-on

Day 1 Start 13.00 Introduction

Company Background

The big picture Client

Traffic Capturing

Client Features

End 17.00

Day Event Time Theory Hands-on

Day 2 Start 9.00 Server Features:
User Accounts
Authentication Methods
Roles and Services

Console
Local Accounts

User,Roles,Services,Components

Components IP Access
Client Commands
Web Access (including SSO)
RDP including SSO (demo)
Server Commands
File Access

IP Tunnelling IP Tunnelling

Lunch 12.00

13.00 SSL Module SSL

The SSH Protocol

LDAP/AD LDAP/AD

Client Security Access Rules
Client Checks

Device Firewall

Logs Log examination

Trouble shooting

End 16.30

Day Event Time Theory Hands-on

Day 3 Start 9.00 Configuration files
- sdb.db, appgate.conf, 

agclient.properties

Client Settings

Server Management Backup
Manual Restore
Automatic Backups

Miscellaneous Custom Web pages
Attributes and client commands

Design Patterns

AppGate Future

End 12.00
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Prerequisites
The training assumes that the participants have a basic understanding of TCP/IP and network protocols. Without 
this knowledge it may not be possible to take full advantage of the training.

Participants are required to bring a laptop running Windows 2000, Windows Xp or Windows Vista. The laptop will  
be used for the exercises and full administrative privileges are required to install software used in the exercises. 

If the AppGate IP Tunneling driver or the AppGate Device Firewall are previously installed on the laptop they must 
be disabled to start with. 

The laptop must have an Ethernet interface and a USB port.
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