AppGate
USB Client Factory

The AppGate USB Client Factory from Cryptzone is a system that can be used to create and
configure AppGate USB Client flash drives, enabling organizations to produce and distribute USB
Client devices to all users who may need to access network resources securely from shared or
public computers.
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Cryptzone solutions mitigate information security risks identified in four key areas of Policy Compliance,

The USB Client

The AppGate USB client from Cryptzone is a special
client designed for use on personal computers to enable
users to connect securely to an AppGate Security Server.
The USB Client does not rely on or use the ordinary
operating system on the machine. Instead, it executes
in a secure and trusted environment regardless of the
configuration of the original operating system on the
personal computer.

The USB flash drive is a bootable device containing a
full operating system, the AppGate client, web browser
and other applications required by the user. (For more
information please refer to the AppGate USB Client
Datasheet.)

Features

» The USB Client Factory is delivered as an
appliance ready to run out of the box.

» No operator training is required. Just insert the
USB flash drive and wait for the process to
complete.

The operator can monitor the status of the drive
during the process.

* All data written to the USB flash drive is
automatically verified by the system without
requiring operator intervention.

* The system can have upto 10 USB flash drive
slots, depending on the hardware selected.

* Production time is typically 1 to 7 minutes
depending on the USB flash drive specification.

+ USB flash drives with capacity of 1 GByte or
more can be used.

Itis possible to use the USB Client Factory to
create an unattended kiosk for end users to create
and update their own USB devices when required.

Content Security, Secure Access and Endpoint Security.

The AppGate solution from Cryptzone enables organizations to provide controlled access for all authorized users
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Secure Access

The USB Client factory

The USB client factory is a system dedicated to
creating and configuring USB Clients. It has an
intuitive web interface and operator intervention is
kept at a minimum.

The system is very easy to use and manage, normally
the only action needed is to insert empty USB flash
drives and wait for the process to finish. A web interface
(see the picture) can be consulted to see the status of
the currently inserted USB sticks.

The system can be connected to a network and

is protected by a built-in firewall. It allows remote
connections using the SSH protocol, and as an option,
the USB Client Factory may be automatically updated
by AppGate to the latest version available.
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regardless of their location whilst also ensuring network resources are protected against internal and external

threats. This award-winning technology combines an application layer firewall with device security and granular

access control system in one easy to use, cost effective system.
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