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1. Secured eUSB

1.1 How to secure your first USB

This solution will help you to encrypt any brand, model and/or size of USB
flash drive. Once the USB flash drive is encrypted you can take it to any other
Windows-based computer, enter your password and start working on the
content. To speed up the encryption process it is recommended that you
delete unnecessary files and folders on your USB flash drive before you start.
Note that you do not have to delete files and folders before encrypting your
USB flash drive — any existing content will be automatically encrypted as part
of the process.

You can encrypt a USB flash drive in 3 different ways.

#"USB Security Policy

According to your security policy, USB storage devices must be
secured. The system will automatically secure your USB storage
device, and a backup will be performed during the process.

It is very important that you do not unplug your USB device during
this process.

Please press "Continue” to proceed.

Continue I Cancel |

pu—

roobdb -

p—

Plug your USB flash drive into your computer

If the security policy for your organization requires automatic
encryption of all USB flash drives, then a dialog window will appear
enabling you to encrypt your USB flash drive.

Choose Continue to start the encryption process. If you don't wish to
encrypt the USB flash drive, simply choose Cancel and unplug the
flash drive.

Plug your USB flash drive into your computer.

From the Start menu open My Computer.

Right-click on the USB flash drive and choose Secure USB.
The encryption process will now start.

Plug your USB flash drive into your computer.

From the Start menu navigate to All Programs — Cryptzone SEP Client
- SEP Client Settings.

The settings window will appear. Click on the following tabs
Application Settings — Secured eUSB.

Click on the button Detect and Secure USB flash drive and the
encryption process will start.



* SEP Client Settings

SEP Settings  Application Settings |pmﬁla Management |
Secured eUSE ISatured eMail | License Information |

Deployment |Dther |

Deployment Method

=loi x|

ﬁ Pleaze specify how ta secure USBE devices

Detect and Secure LISE device

Upgrads existing Secured elISE

& ‘You can upgrade the software on your existing Secured elSE device to the latest versian,

Upgrade eUSE device

1. Once the encryption process has started you will be asked fo create
a password. The password needs to be at least 8 characters and

contains at least 1 digit.

2. Enter your password twice to confirm.

=l0lx

@ Flease define a password ko be used for the elUSE encryption

Enter passward || ilgl

Confirm I

Ok I Cancel |

3. Any files that are on your USB flash drive will automatically be

encrypted.

4.

The encryption process will alert you once it has completed and will
ask if you want to access your secured USB flash drive. Click Yes.

A" Dperation complete o ] o4

3 The USE device '1:' has been successfully secured.

Do you wish to access the Secured Area now?

The encryption process creates a new file on your USB flash drive. The
file will be called for example “your company name.exe" or
Cryptzone.exe (the flename depends on cenftral policy). To access
your encrypted USB flash drive simply double-click on the *.exe file

and enter your password.

= Removable Disk (1)

=10 %]

Elle Edit Wew Favorites Tools Help

| Iz

Gﬁack - -\_;l v lﬁ; /,_j Search I~ Folders |v IL“E Falder Sync

Address I'wd pAY

jGo

. £, Cryptzone.exe

File and Folder Tasks = Crypzone SEMY Technology
Crypkzone AB

9 Make a new folder

e Publish this Folder to the
Weh

{? Share this Folder

Other Places £
g My Computer

(L) My Dacuments
& My Network Places

«

Details




Your USB flash drive is now encrypted and you can use it on any Windows-
based computer in the world. Simply double click on the .EXE and then enter
your password fo access the content

1.2 How to use your secured USB flash drive

It is very important that you always safely remove USB devices from your computer.

Windows 7 - hitp://windows.microsoft.com/en-gb/windows7/Safely-remove-devices-from-
your-computer

All operating systems - http://www.ehow.com/how 4784537 remove-usb-flash-drive-
computer.html

1. Insert the USB flash drive intfo your computer’s USB port.
2. Depending on your computer’s settings you can access the secured
flash drive in two different ways:

o If auto-startis enabled then, when you insert the USB device,
the auto start dialog box will appear. , Choose Access the
secure area and click OK.

o If auto-start is disabled (nothing happens when you plug in
the USB flash drive), open the USB flash drive by double
clicking on it in My Computer, and then double click on the
.EXE file located on the flash drive. The .exe file will be named
something like “your company name.exe” or Cryptzone.exe
(the filename depends on central policy).

3. A window will appear. Type your password into the “Enter password”
field.

4. You will then be able to access the secured files and folders on the
USB drive.

Once you have authenticated and have access to the secured USB flash
drive, you can edit, move and copy files and folders in exactly the same way
as you do in an open folder or on the windows desktop using the edit menu,
by right-clicking on the selected file or by drag and drop. Right clicking in the
secure area gives you a shortcut menu for viewing and pasting and creating
new files. Below is an explanation of how you can easily work within the
secured USB areaq.

1. Open Windows Explorer.
2. Find the file or folder you want to secure.
3. Drag the file onto the secured USB drive.

The file is now secured. You can only see and browse it in the secured area
of the secured USB flash drive.


http://windows.microsoft.com/en-gb/windows7/Safely-remove-devices-from-your-computer
http://windows.microsoft.com/en-gb/windows7/Safely-remove-devices-from-your-computer
http://www.ehow.com/how_4784537_remove-usb-flash-drive-computer.html
http://www.ehow.com/how_4784537_remove-usb-flash-drive-computer.html

1. Find the file or folder on the secured USB drive that you want to
unsecure.

2. Drag the file to the desktop or any other location on your computer.

The file is now unsecured and in the location of your choice.

1. Right click in an empty area on the secured USB window, not on a
file.

2. Select New and then select the file type you wish to create.

You can open a document on the secured USB drive in the usual way simply
by double-clicking on it or right-clicking on the file and selecting Open. If you
open a file on the secured USB flash drive it will open automatically in the
software associated with that file. As an example if you double click on a
Word document, the document will be opened up in Microsoft Word. If you
save the document, or close and save it, it will be secured automatically on
the secured USB flash drive.

1.3 How to change the password for your secured device

1. Plugin your secured device.

2. On the bottom left on your screen click on the Start button and in the
menu chose Computer.

3. Find your encrypted device and double click on it

K307 1 Compun » Crpmne 2R B 2

4 Utenoes
Decurmerey

o' M

- Peheies

H Vs

& Computer

B Locat Ouk €
& Crptcon
G Mackemen (0252 368511 5) )

4. The content of the device will be displayed.
5. Double click on the secured device icon

6. The secured device authentication window will be displayed. Enter
your password and press OK.

r | Y
& Enter password e

The USE device at E:' is secured, and requires a password to be
accessed,

‘ Enter password  sessssnee @

7. Cick here if you have lost your password,

oz — — S —

7. The content of the secured device will be displayed. On the menu
on the top left chose File and then Change Access.
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& Elrporesems iz 10. A new window will appear. Enter the new password and press OK.
| Fde Edn Took Help ‘
Pl e Rl - -
gozi:om =i ol ' Define password ==
D & 4

Please define a password to be used for the eUSE encryption

Enter password
i

Confirm
Selected O KB in 0 fles
ok || cancel |
8. The Change access wizard will display. Click on the Switch to — = = ﬂ
Advanced Mode button in the bottom of the screen.
11. Now close all windows. Your password have been changed.
9. Now select the Custom Password in the list and click the Change
button
“w Change User Access m

Chargng Access

ﬁ] ‘You can add uiets o groups 10 shase access by typing the name i the search field below. When the namee
“Up ooy clok onthe coect name 10 33 to the et

To add an ahemative access paseword press the New bution. To changs the ioke for & user or group, madk. &

ad change the 10ke.
Seach - Lo
Custoon Parsword (D areed Niksoon]
o Master Parsword (Danwt Nivson] Pacswoed Adverestaton
» Recovery Passwoed [Darvel Nilsson] Passwoed Recovery
Propertes Change. Mow
Hep | SwichtoBascMode | Cancel
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2. File encryption — Secured eFile

The Secured efFile solution will enable you to encrypt your files and folders.
Your day to day work routine will not be affected thanks to the fransparent
integration with Microsoft Windows®. This guide will go through the basic
steps of using Secured eFile to secure and unsecure files and folders.

Open with..
Share with

Ure 'Sample Medical Record.xls'
T Secure 'Sample Medical Recordls' as copy
& Move 'Sample Medical Record.xls' to eFolder
4 Copy'Sample Medical Recordas' to eFolder

2.1 How to secure afile

Send to
Cut

1. Right click on the file you wish to encrypt and the context menu will S

appear. Choose to Secure the file. | e

Rename

Properties

2. A wizard will start and you now have the opportunity to specify which
colleagues should be able to access to the file.
a. To add a colleague type in his/her name and suggestions will
automatically appear. Choose the appropriate name.
b. If you would a group of people to have access, for example
Marketing or Sales, type the group name and you will see
suggestions. Choose the appropriate group.
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2.2 How to unsecure a file

Creating secure area

/41 Youcan add users of groups to share access by typing the name in the search field below. ‘When the names

appear dlick on the cormect name to add to the list 1. Right-click on the secured file and the context menu will appear.
“f'ou are creating a secure area, only accessible by intended users. Choose TO U nsecure The ﬂle

“F Search

rare View as Read Onl
. . . . {l as hea ni
: ; Draniel Nilzzon [daniel. nilsson{@eryptzane. com) ly

Jeff Sherwood [jeff. shenwood(@cryptzone. com)

tarketing Group

a Patrik Fredrikssan [patrik. fredriksson@eryptzane. com)
3 Kira Carlszon [kira.carlsson@cryplzone, com)

a D aniel Milzzon [daniel. nilsson@cryptzone. com)

Open with...

Share with

~—UAsecure ‘s5ample Medical Record'
- ngecure 'Sample Medical Record' to ...
| @ Create 'Sample Medical Record' Executable

& Move 'Sample Medical Record' to eFolder 3
o Copy 'Sample Medical Record' to eFolder 3

e

J, Changeaccess

Restore previous versions

| Dielete Send to 3
Cut
Copy

] [ Switch to Advanced Made ] [ Apply and Close ] [ Cancel ]

Create shortcut
Delete

3. When you have specified all the colleagues who will need access to Rename
the file, click Apply and Close. The file is now secured. At

2. The file will now be unsecured at the same location.
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2.3 How to secure a folder

A secured folder is much like any other folder except that all files stored in a
secured Folder are automatically encrypted. A secured Folder has an
explorer view with a menu bar offering different operations.

1. Right click on the folder that you wish to secure and the context
menu will appear. Choose to Secure the folder.

Share with
Add to archive...

Add to "Sample Documents Professional.rar”

Compress and email...

b.

You are creating a secure area, only accessible by intended users.

% Search

Mame

Creating secure area

y \P.Q “f'ou can add users or groups to share access by typing the name in the search field below. ‘When the names
‘7{) appear click on the cormect name to add to the list.

i Daniel Milszon [daniel nilsson@cryptzone. com)
- Jeff Sherwood (jeff shenwond@crptzone. com)
- &3 Marketing Group

10

If you would like a group of people, for example Marketing or
Sales, to be able to access the folder, type in the group
name and you will get suggestions. Choose the appropriate
group from the list.

Compress to "Sample Documents Professional.rar” and email

(5] Shared Folder Synchrenization b

; Patrik Fredrikszon [patrik. fredriksson@cryptzone. com)
"

- g Kira Carlsson [kira.carlzson@cyptzone. com]

a Draniel Milzson [daniel rilsson@cyptzane. com)

Restore previous versions

Include in library »

g ecure ‘Sample Documents Professional’
E : e Documents P innal

Move 'Sample Documents Professional’ to eFolder 3

o
o Copy 'Sample Documents Professional’ to eFolder
@ Management Console

Send to
Cut
Copy

Create shortcut
Delete

Rename

Properties

2. A wizard will start and you now have the opportunity to specify which
colleagues should have access to the folder and the files within it.
a. To add a colleague type in his/her name and suggestions will
automatically appear. Choose the appropriate name from
the list.

Delete

] [ Switch to Advanced Mode ]

[ Apply and Close ] [ Caricel

3. When you have finished, press Apply and Close. The folder will now
be secured.
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2.4 How to unsecure a folder B Confirm
9 Unsecuring the fFolder 'C:\Documents and
1. Right click on a secured folder and the context menu will appear. . Settings|causerd|Desktop] Test, semd' will extract it to the Folder
Choose to Unsecure the folder.

'‘Ci\Documents and Sektings!czuser001\Deskiop’,

Do vou wish to keep the original secured Folder after extraction?

I Yes H Mo ” Cancel ]

View as Read Only

Open with...

Share with
Add to archive...

Add to "Sample Documents Professional.rar”

3. The folder will now be unsecured at the same location.

Compress and email...

Compress to "Sample Documents Professional.rar” and email

nsecure ‘sample Documents Professional’
Unsecure 'Sample Documents Professional’ to ...

@ Ceme Ecutable
2 Move 'Sample Decuments Professional' to eFolder »
4 Copy 'Sample Documents Professional' to eFolder v

R, Change access

@ Management Console

Restore previous versions
Send to »
Cut

Copy

Create shortcut
Delete

Rename

Properties

|

2. The confirmation window will popup asking if you wish to keep the
original secured folder after extracting the contents to an unsecured
folder. Choose Yes or No as appropriate.



2.5 The secured folder explorer view

When a secured folder is opened the familiar explorer view is activated.
There are four main menu bar options 1) File 2) Edit 3) Tools and 4) Help.

B C:\Documents and Settings' Administrator’D¢ p'ite: -0l x|
File Edit Tools Help

O &E -4

|2) testFolder.semd j

e

Recycle Bin

test.docx

1) File menu contains:

‘Open’ to open the document selected in explorer.

‘New' allowing you to create new file types in the secured area of
the folder.

‘Delete’ willremove the file and place it in to secured folder
Recycle bin. This does not permanently delete the file. If you want
to permanently delete it you will need to go in to the recycle bin
and delete the document from there or use the ‘Empty Recycle
Bin' function. ‘Restore’ will put the document back in the original
place.

‘Unsecure’ allows you to select a destination folder to unsecure
your documents to.

‘Change access’ - this is explained later in this manual.

‘Exit’ will close the secured folder explorer.

2)

3)

4)

12

Edit menu contains:
= standard operations such as ‘Cut’, ‘Copy’, ‘Paste’, and ‘Select all'.

= ‘Invert Selection’ selects all the currently un-selected in the explorer
window.

Tools menu contains:

= ‘Detect and repair’ this is described in the “Detect and Repair eFile”
section later in this document.

Help menu offers a help file with Contents, Index and Search function

and detailed information regarding the SEP Client and encryption
solutions.



2.6 Context Menu

When you right click on a file or folder to secure or unsecure it, the context
menu gives you six choices: 1) Secure/Unsecure 2) Secure/Unsecure to... 3)
Create Executable 4) Move to eFolder 5) Copy to eFolder 4) Change access.

Open
View as Read Only
Open with...

Share with 4

4 Unsecure 'Sample Medical Record'

4 Unsecure 'Sample Medical Record' to ..

@ Create 'Sample Medical Record' Executable

Move 'Sarmple Medical Record' to eFolder »
& Copy 'Sample Medical Record' to eFolder »

NN WN —
E

#, Changeaccess
Restore previous versions
Send to »

Cut
Copy

Create shortcut
Delete

Rename

Properties

1) Secure/Unsecure

This option will Secure or Unsecure the file/folder.

13

2) Secure/Unsecure to ...

This option will Secure or Unsecure the file/folder as a copy of the original file
at the same location.

3) Create executable

The secured file/folder will be converted to a portable secured package in
the form of an executable file. This means that the file/folder can be opened
on any computer. When you have created the portable executable
package you can place it on a CD/DVD, portable hard drive or a USB flash
drive.

4) Move to eFolder

This option allows you fo secure a file or folder by either moving the file/folder
info an existing secured folder, or by creating a secured folder with the
file/folder in it.

5) Copy to eFolder

The file will be copied o a secured folder of your choice, and the original file
will be retained.

6) Change access

With this option it is possible to add or remove users and groups from the list
of people who can access the secured file/folder. It is also possible to add
custom passwords to a file/folder so that people outside the organization
can receive and open secured files/folders.
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2.7 How to make a portable secured package ( .EXE) 2.8 How to unsecure a portable secured package ( .EXE)
Secured eFile can convert secured files/folders to portable secured 1. Right click on the Executable and the context menu will appear,
packages (self-extracting files). This enables anyone with the appropriate choose to Open the file.

password to be able to open (exiract) the secured files/folders even if they 2. The "Select method” window will popup, click Unsecure.

do not have Secured eFile installed. The files/folders must be encrypted

before they can be converted to a portable secured package. Select method E]|E|E]

Right-click on a secured file/folder.

—_

2. Inthe confext menu select Create ‘File name’ Executable. :

3. You will be prompted to define a password for the executable file. Secured eFlle
Type in a password of your choice.

4. The file/folder will now be converted to an Executable af the same To display the conkents of the secured area 'Test.exe' press 'Open’,
location.

5. You can now place the executable package on a portable device
of your choice. For example CD/DVD, USB flash drive, portable hard To unsecure the secured area at the current destination, press
drive or an FTP server. The portable package can then be opened 'Llnslecure'. ¥ou can also select another destination path by pressing
on any computer. the 'Browse' button or entering it manually,

Destination Folder

|C:'|,D|:u:uments and Jettings | | Browse, .. |

— —J
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2.9 Howto Change Access c. If you would like to remove a user or group, simply select the
user/group and click the Delete button.

It is possible to add or remove users and groups from the list of people who
can access the secured file/folder and all its copies at any time.

Creating secure area

f; -f.g “f'ou can add users or groups to share access by lyping the name in the search field below. *When the names

] . R|ghT C|iCk on The SeCUI’ed ﬁle/folder Ond SeIeCT Change access. "L) appear click on the corect name to add to the list

“You are creating a secure area, only accessible by intended users

“F Search

Open

Wiew as Read Only MName

: ; Draniel Nilzzon [daniel. nilson{@eryptzane. com)
; Jeff Sherwood [jeff. sherwood@cryptzone. com)

Open with...

-5 Marketing Group
; Patrik Fredrikssan [patrik. fredriksson@cyptzane. com)
Kira Carlzzon (kira.carlsson@ciyptzone. com)
s Daniel Nilszon [daniel nilsson@cyptzone, com)

Share with

Unsecure 'Sample Medical Record'
| & Unsecure 'Sample Medical Record' to ...
@ Create 'Sample Medical Record' Executable
& Move 'Sample Medical Record' to eFolder »

& Copy 'Sample Medical Record' to eFolder 3

Restore previous versions

Delete

Send to 3 Help ] I Switch to Advanced Mode ] [ Apply and Close I [ Cancel ]

Cut
Copy

3. When you have completed the changes press Apply and Close.

Create shortcut
Delete

Rename

Properties

2. The access management window will appear and you will now be
able to see which users and groups have access to the secured
file/folder.

a. To add a colleague type in his/her name and suggestions will
automatically appear. Choose the appropriate suggestion.

b. If you would like to add a group, type in the group name and
you will get suggestions. Choose the appropriate suggestion.



2.10 Detect and Repair eFile

If for some reason the process for securing a file has been interrupted and
caused a problem so that a secured file/folder can’t be accessed, this
option will detect data corruptions and try to repair them.

How to Detect and Repair

—

Right click on the secured file/folder and select Properties.

2. Click on the eFile/eFolder tab.

3. Click on Detect and Repair. The Confirmation action window will
appear.

4. Click Continue to run the process.

Test Properties El gl

General eFile | Security | Summarp

Click 'Change access' to define which pazswords should
be uged to access this eFile

Original File Size: 10752 bytes

Actual eFile Size after compression and encryption: 1111
bytez

( Detect and Repair | )} Change access |
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2.11 How to manage advanced access rights

pu—

Right click on the secured file/folder and select Change Access.
2. The Access Management window will appear and you will now be
able to see which users and groups have access to the secured

file/folder.
3. Click on the Switch to Advanced Mode button.

% Change User Access E|

Changing Access

£  ‘oucan add users of groups to share access by typing the name in the search field below. YWhen the names
: Q appear click on the corect name to add to the list.

Ta add an alternative access password press the Mew button. To change the role for & user or group, mark it
and change the rols.

& Search arketing Contibutar %

Mame Type |||_J|.|:|[ )
i Master Pazsword [Crvptzone) Pazzward ritist Mo Access
i Private Pagsword [Cryptzone] Pazzword M anager
i Recovery Password [Cryptzone) Paszword Recovery
=4 Users and Groups
,; Cryptzone [czuserD01@omptzone, dema) User M anager
Mew ..
[ Help ] [ Switch to Basic Mode ] I Apply and Cloge l [ Cancel ]

4. To change the access rights of a user/group, select the user/group
and then expand the drop-down menu in the top right of the
window to choose the appropriate level of access rights:

a. Manager - the user/group has rights to add other
users/groups for sharing.



b. Contributor — the user/group has rights to read and modify
the file/folder.
c. Reader-The user/group can only read the file/folder.
d. No Access -Block access for a user/group.
5. When you have finished press Apply and Close.

17



3. Secured eCollaboration

Microsoft SharePoint® is a web-based document management platform
used by organizations throughout the world for sharing and collaborating
information. Secured eCollaboration™ is an add-in for Microsoft SharePoint
which will help you o secure and encrypt documents.

3.1 How to secure a document in a Microsoft SharePoint
environment

To secure a document, please follow the instructions below:

1. Expand the context menu for the document that you would like to
secure.
2. Click on Secure Document.

#dl Professional Services

I intranet | Development ~ I Document Center I Internal IT Wiki | Marketing ~ | News ~ | Office |wmﬂ Reports I Sales | Sei

T

View Al Site Content
Pictures

» PST Dinner
December8

Discussions
» Technical discussions
Documents

« Shared Documents

» Support Workshare,
SafeNet, Controlguard

Lists

« Calendar

People and Groups
Sites

Product Focus Group

|2/ Recycle Bin

intranet > Professional Services > Shared Documents > Demo

Shared Documents

Share a document with the team by adding it to this document library.

Type

NEE N B EE

Modified

~ | 47872010 5:00 M

5/5/2010 12:30 PM
3/31/2010 5:53 PM
b | 3/31/2010 &:02PM
3/31/2010 6:01PM

Name

| Consulting Agreement KMFine V15 doc —_—
Demo Order Form 030912 Secure Document... 1/2010 6:02 PM
Emergency Department Medical Record Janie Does Record @lﬂo 10 3:04 PM
Emergency Department Medical Record Mans Record :; Edit Properties 5/24/2010 10:53 AM
Emergency Department Medical Record Iml_] Editin Microsoft Office Word
Incidents X | Delete
Sample Medical Record Send To
SMIC Invitation_7Feb0s I-&l Check Out
XYZ Bank changes from Jill Green o] Publish a Major Version

B3] | version History
@ | Workflows

_1y | Advanced Security...

Alert Me

3/31/2010 6:01PM

3. A wizard will start and you now have the opportunity to specify which

colleagues should be able to access the file.

o To add a colleague type in his/her name and suggestions will
automatically appear. Choose the appropriate suggestion.

o If you would like to add a group type in the group name and

you will get suggestions. Choose the appropriate suggestion.
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Creating secure area

f 1£1)  *foucan add users or groups to share access by bping the name in the search field below. When the names
’z> appear click on the correct name to add to the list

“f'ou are creating a secure area, only accessible by intended users.

Draniel Nilzzon [daniel. nilsson{@eryptzane. com)

Jeff Sherwood [jeff. shenwood(@cryptzone. com)

tarketing Group

Patrik Fredrikssan [patrik. fredriksson@eryptzane. com)
Kira Carlzzon (kira.carlsson@crpptzone. com|

D aniel Milzzon [daniel. nilsson@cryptzone. com)

e}
]
o

Delete

Help ] [ Switch to Advanced Made ] LAppIy and Close J:D Cancel

4. When you have finished press Apply and Close. The document is now
secured.
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3.2 How to unsecure a document

## Professional Services

I intranet | Development - I Document Center | Internal IT Wiki | Marketing ~ I News ~ | Office : i L —: Reports | Sales | Se
e intranet > Professional Services > Shared Documents > Demo
; Shared Documents
Wiew All Site Content Share a document with the team by adding it to this document library.
Pictures
a PST Dinner = Y Modi
December08 Type Name Modified
s ‘ Consulting Agreement KMFine V15 doc ! new - | §/3/2010 2:03PM
Discussions
=] Demo Order Form 080912 # | Change Secure Access... 3/31/2010 5:02PM
» Technical discussions )
@* Emergency Department Medical Record Janie Does Record View Properties 5/31/2010 3:04 PM
L2 @- Emergency Department Medical Record Mans Record E Edit Properties 5/24/2010 10:53 AM

Shared D t:

u Shared Locuments B Emergency Department Medicsl Record B | Editin Microsaft Word 5/5/2010 12:30 PM
w Support Workshare,

SafeNet, Controlguard ¥ Incdents X | Delete 3[31/2010 5:59 PM
Lists ’s's Sample Medical Record Send To » | 3/31/2010 6:02 PM
» Calendar Bs  SVIC Invitztion_Treb0s [} Checkout 3/31/2010 5:01PM
T T TS B xvzBankchanges from Jil Green @) | Publish a Major Version 3/31/2010 6:01PM
Sites 5] | version History
Product Focus Group C"} Workflows
[&] Recycle Bin |_7\ Advanced Security... |

Alert Me

1. Expand the context menu for the document that you would like to
unsecure.
2. Choose the option Advanced Security.

&4 professional Services

intranet | Development = | DocumentCenter | Internal IT Wiki | Marketing i i Templates

The file ‘Consulting Agreement KMFine V15 doc.czdoc is currently secured. You can unsecure the file or control access to the
file by dicking the buttons below.

Change Access... ] l Unsecure Document ][ Cancel ]

Dacument Version: 0.1

3. A new page will be loaded. Now click on the Unsecure Document
button and the document will be unsecured.



3.3 How to change the access rights of a document

It is possible to change the users and groups who are able to access the

secured document and all its copies at any time.

1. Expand the context menu for the document that you would like to

change the access rights for.
Choose the option Change Secure Access.

W

The access management window will appear and you will now be

able to see which users and groups have access to the secured

file/folder.

a. To add a colleague type his/her name and suggestions will
automatically appear. Choose the appropriate suggestion.
b. If you would like to add a group, type the group name and

you will get suggestions. Choose the appropriate suggestion.

c. If you would like to remove a user or group simply select the
user/group and click the Delete button.

| Creating sccure area

|| -
41 *You can add users or groups to share acosss by typing the nams in the search field below. When the names

4p  appear click on the correct name to add to the fist

*fou are creating a secure area, only accessible by intended users

<& Search

& Daniel Nilssan [daniel nilsson@cryptzone. com]
& Jeff Sherwood (jeff.sherwood@eryptzane.com]
[=-&3 Marketing Group
& Patrik Fredriksson [patrik. fredricsson@eryptzone.com)
& Kia Carlsson kira.carlssan@@eryptzone. com)
& Daniel Nilsson (daniel nilsson@eryptzone. com)

Delete

Hep | [ SwitchtoAdvanced Mode | [ ApplyandCiose | [ Cancel

4. When you have finished press Apply and Close.
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4,

Secured eMall

Secured eMail is software that enables you to send emails and attachments

securely to any recipient.

4.1 How to send a secured email

—

W

4.2

j—

Create an email as you would normally do.

Press the "Send secured” button instead of the “Send” button.

A window will appear requiring confirmation of the recipient. If the
recipient’s details are OK then press Next.

You will be asked to create a "shared secret” for the recipient of the
email. This is the password that the recipient will need to enter to
open secured emails from you.

To complete the process you need to communicate the shared
secret to the recipient. To communicate the shared secret, Secured
eMail can automatically create a draft email or print out a fax
coversheet, or you can call the recipient and tell them directly.

How to receive a secured email

Double click on the secured email that you have received.

If the email is sent from an internal sender, the email will open
automatically. Otherwise, proceed to step 3.

Enter the shared secret previously communicated to you by the
sender.

The secured email will open automatically.
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4.3 How to manage your secured contacts and view
shared secrets

1. From the Start menu navigate to: All Programs — Cryptzone SEP Client
— SEP Client Settings.

2. The SEP Settings windows will appear. Go to the tab Application
Settings — Secured eMail — Secured Contacts.

C) SEP Client Settings (=13
SEP Settings | Application Settings | Profiie Management
Secured elUSE | Secured eMail | License Information
Serured Conkacts | Templates || Accounts
Hame Emall Address
& Adrministrator administrator@comunityhospital.com
& Creditpartner creditpartner@credittest, com
& Insurance insurance@insurancetest com
& Test test@hest.cam
o [ ) [

e Delete contact - To delete a secured contact select it and then press
the Delete button.

e View shared secret - To view the shared secret of a contact simply
double click the contact.



