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1. Secured eUSB 

1.1 How to secure your fi rst USB 

 

This solution will help you to encrypt any brand, model and/or size of  USB 

flash drive . Once the USB flash drive is encrypted you can take it to any other 

Windows -based computer, enter your password and start working on the 

content. To speed up th e encryption process it is recommended that you 

delete unnecessary files and folders on your USB flash drive before you start.  

Note that you do not have to delete files and folders before encrypting your 

USB flash drive ð any existing content will be auto matically encrypted as part 

of the process.  

 

You can encrypt a USB flash drive in 3 different ways.  

 

1.1.1 Number 1 ð Automatic Encryption  
 

 
 

 

1. Plug your USB flash drive into your computer  

2. If the security policy for your organization requires automatic 

encrypt ion of all USB flash drives, then a dialog window will appear 

enabling you to encrypt your USB flash drive.  

3. Choose Continue  to start the encryption process. If you donõt wish to 

encrypt the USB flash drive, simply choose Cancel  and unplug the 

flash drive.  

 

 

1.1.2 Number  2 ð Start Manual encryption from My 

Computer  
 

1. Plug your USB flash drive into your computer.  

2. From the Start menu open My Computer.  

3. Right-click on the USB flash drive and choose Secure USB. 

4. The encryption process will now start.  

 

 

1.1.3 Number 3 ð Start Ma nual encryption from SEP Client 

Settings 
 

1. Plug your USB flash drive into your computer.  

2. From the Start menu navigate to All Programs  ð Cryptzone SEP Client  

- SEP Client Settings. 

3. The settings wind ow will appear.  C lick on the follow ing tabs 
Application Settings  Ÿ Secured eUSB. 

4. Click on the button Detect and Secure USB flash drive  and the 

encryption process will start.  
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1.1.4 The encryption process  
 

1. Once the encryption process has started you will be asked to create 

a password. The password needs to be at l east 8 characters and 

contains at least 1 digit.  

 

2. Enter your password twice to confirm.     

  

  
    

3. Any files that are on your USB flash drive will automatically be 

encrypted.       

  

4. The encryption process will alert you once it has completed and will 

ask if you want to access your secured USB flash drive. Click Yes. 

 

 
 

5. The encryption process creates a  new file on your USB flash drive. The 

file will be called for example òyour company name.exeó or 

Cryptzone.exe  (the filename depends on central policy) . To access 

your encrypted USB flash drive simply double -click on the *.exe file 

and enter your password.  
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6. Your USB flash drive is now encrypted and you can use it on any Windows -

based computer in the world. Simply double click on the .EXE and then enter 

your password to access the content  

7.  

1.2 How to use your secured USB flash drive  

 

It is very important that you always safely remove USB devices from your computer.  

 

Windows 7 - http://windows.microsoft.com/en -gb/windows7/Safely -remove -devices -from -

your -computer   

 

All operating systems - http://www.ehow.com/how_4784537_remove -usb-flash-drive -

computer.html   

 

1.2.1 How to access the secured USB flash drive   
 

1. Insert the USB flash drive into your computerõs USB port.  

2. Depending on your computerõs settings you can access the secured 

flash drive in two different ways:  

o If auto -start is enable d then, when you insert the USB device, 

the auto start dialog box will appear. , Choose Access the 

secure area  and click OK.  

o If auto -start is disabled (nothing happens when you plug in 

the USB flash drive), open the USB flash drive by double 

clicking on i t in My Computer, and then double click on the 

.EXE file located  on the flash drive. The .exe file will be named  

something like òyour company name.exeó or Cryptzone.exe 

(the filename depends on central policy) . 

3. A window will appear. Type your password into  the òEnter passwordó 

field.  

4. You will then be able to access the secured files and folders on the 

USB drive. 

 

 

 

 

 

 

 

1.2.2 How to work with files on the secured USB flash drive  
 

Once you have  authenticated and have access to the secured USB flash 

drive , you can e dit, move and copy files and folders in exactly the same way 

as you do in an open folder or on the windows desktop using the edit menu, 

by right -clicking on the selected file or by drag and drop. Right clicking in the 

secure area gives you a shortcut menu for viewing and pasting and creating 

new files. Below is an explanation of how you can easily work within the 

secured USB area.  

 

1.2.3 How to secure a file by dragging  
 

1. Open Windows Explorer.  

2. Find the file or folder you want to secure.  

3. Drag the file onto the sec ured USB drive.  

                                     

The file is now secured. You can only see and browse it in the secured area  

of the secured USB flash drive . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://windows.microsoft.com/en-gb/windows7/Safely-remove-devices-from-your-computer
http://windows.microsoft.com/en-gb/windows7/Safely-remove-devices-from-your-computer
http://www.ehow.com/how_4784537_remove-usb-flash-drive-computer.html
http://www.ehow.com/how_4784537_remove-usb-flash-drive-computer.html


6   

Cryptzone End User Manual  
 

1.2.4 How to unsecure a file by dragging  
 

1. Find the file or folder on the secured USB dr ive that you want to 

unsecure.  

2. Drag the file to the desktop or any other location on your computer . 

 

The file is now unsecured  and in the location of your choice . 

 

1.2.5 Create a new file  
 

1. Right click in an empty area on the secured USB window, not on a 

file. 

2. Select New  and then select the file type you wish to create . 

 

1.2.6 Opening a file or folder  
 

You can open a document on the secured USB drive in the usual way simply 

by double -clicking on it or right -clicking on the file and selecting Open . If you 

open a file on the secured USB flash drive it will open automatically in the 

software associated with that file. As an example if you double click on a 

Word document , the document will be opened up in Microsoft Word. If you 

save the document, or close and save it, it wil l be secured automatically on 

the secured USB flash drive.  

 

 

 

1.3 How to change the password for your secured device  

 

1. Plug in your secured device.  

 

2. On the bottom left on your screen click on the Start button and in the 

menu chose Computer . 

 

 

3. Find your encrypt ed device and double click on it  

 

 
 

4. The content of the device will be displayed.  

 

5. Double click on the secured device icon  

 

6. The secured device authentication window will be displa yed. Enter 

your password and press OK.  

 

 
 

7. The content of the secured device will be displayed. On the menu 

on the top left ch ose File and then Change Access.  
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8. The Change access wizard will display. Click on the Switch to 

Advanced Mode button in the bottom of the screen.  

 

9. Now select the Custom Password in the list and click the Change 

button  

 

 
 

10. A new window will appear. Enter the new password and press OK.  

 

 
 

11. Now close all windows. Your password have b een changed.  
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2. File encryption ð Secured e File 

 

The Secured eFile  solution will enable you  to encrypt your files and folders . 

Your day to day work  routine will not be affected thanks to the transparent 

integration with Microsoft Windows®.  This guide will go through the basic 

steps of using Secured eFile to secure and unsecure files and folders.  

 

2.1 How to secure a file  

 

1. Right click on the file you wish to encrypt and the context menu will 

appear. Choose to Secure  the file.  

 

 

 

 

 

 

 

  
 

 

 

 

 

2. A wizard will start and you now have the opportunity to specify which 

colleagues should be able to access to the file.  

a.  To add a colleague type in his/her name and suggestions will 

automatically appear. Choose the appropriate name.  

b.  If you would a group of peop le to have access, for example 

Marketing or Sales, type the group name and you will see 

suggestions. Choose the appropriate group.  
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3. When you have specified all the colleagues who will need access to 

the file, click Apply and Close . The file is now secur ed.  

 

 

 

 

 

 

 

 

 

 

 

 

2.2 How to unsecure a file  

 

1. Right-click on the secured file and the context menu will appear. 

Choose to Unsecure  the file.  

 

  
 

 

 

2. The file will now be unsecured at the same location.     

 

 

 

 

 

 


