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enables us to manage
the use of removal media
and block unauthorized
access.”
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Cryptzone solutions mitigate information security risks
in the key areas of Policy Compliance, Content Security,

Secure Access and Endpoint Security.
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Duane Morris LLP, among the 100 largest law
firms in the world, is a full-service firm of more
than 600 lawyers. In addition to legal services,
Duane Morris has independent affiliates
employing approximately 100 professionals
engaged in other disciplines. With offices in
major markets, and as part of an international
network of independent law firms, Duane Morris
represents clients across the United States and
around the world.

The Challenge

Duane Morris LLP, one of the largest 100 law
firms in the United States, recognized the wide
array of security risks associated with the
increasing use of removable media and portable
devices, like thumb drives, CDs, iPods and cell
phones. With the rise of data theft scandals
plaguing corporate America, and the fact that
all of its employees are using these devices,
Duane Morris did not want to take any chances.
Duane Morris set out to find a proactive solution
that would secure the use of portable devices,
significantly mitigating potential breaches of
security.

The Solution

Duane Morris chose Secured eDevice from
Cryptzone to secure critical information residing
on its desktops and laptops.

The hosted software solution allows Duane
Morris to centrally control, monitor and record
how data is uploaded and downloaded from

removable media and portable devices to desktop

and laptop computers.
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Control Guard

Unauthorized transactions are blocked, monitored
and communicated in real time to management
consoles.

The solution shields the network from malware
copied to endpoints and secure networks from
exposure to the outside world through wireless
modems, WiFi, Bluetooth and other interfaces.

Resulfs

Secured eDevice currently manages the secure
use of removable media and portable devices
for Duane Morris’ more than 1,350 lawyers,
legal professionals and staff. “Being one of the
country’s top law firms, Duane Morris deals with
a large amount of very sensitive data,” said John
Sroka, CIO at Duane Morris. “Securing the data
and preventing information leakage is high on
our priority list. Cryptzone’s technology enables
us to manage the use of removal media and
block unauthorized access.” Cryptzone’s Endpoint
Access Manager helps Duane Morris every day
by protecting against information leakage via
iPods, CDs, thumb drives, and the like. “This not
only locks down ports, it gives us reports and
the ability to watch for abnormal activity,” said
Sroka. Duane Morris estimates that the solution
is saving company time, money, resources and
possibly their entire livelihood when weighed
against the infinite but realistic threats that exist
in today's environment.

Regional Offices Partner information:

Sweden
Tel: +46 (0)31 773 86 00

For more information go to
www.cryptzone.com/partners

United States
Tel: +1.949.279.6177

United Kingdom
Tel: +44 (0)370 013 1600

cryptzene



